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Introduction

For organizations using virtual apps and desktops, productivity starts after logging in. However,
prolonged logon times, often lasting several minutes, disrupt workflows and disappoint the
employees. Citrix Session Remote Start addresses this challenge by delivering seamless, efficient,

and faster access to virtualized resources.

Session Remote Start provides APIs for trusted third-party services to enumerate, launch, and log
off Citrix sessions. It enables unattended logons triggered by events like building badge scans,
eliminating delays in time-intensive environments. Optional logon scripts can disconnect sessions

post-logon, keeping them ready for users to reconnect when needed.

With seamless integration into existing Citrix components, Session Remote Start simplifies
deployment, enhances user experiences, and redefines how businesses manage virtualized

access boosting the overall productivity.

SRS Server System Requirements

The following table lists the minimum requirements for a Session Remote Start server.

REQUIREMENTS DETAILS
oS Windows Server OS - recommended 2022 and
above
Processor 4 or more cores on a compatible 64-bit

processor with 2 GHz or faster
RAM Min 16GB

Storage 50

Session Remote Start - Prerequisites

The Session Remote Start requires the following components:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 7
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1. Windows Active Directory (AD) or Microsoft Entra hybrid-joined - Use an existing server or

service.
2. Citrix StoreFront 2311 or later - Use an existing server.

3. Citrix FAS (Federated Authentication Service) - Use an existing server, or set up a new one if

unavailable.

4. StoreFront™ Store Configuration - Create a dedicated store on the Citrix StoreFront server

exclusively for Session Remote Start.

5. IIS Requirement - IIS is required on the Session Remote Start server. If it is not installed

already, Session Remote Start installs it automatically (an internet connection is required).

6. SSL Certificates - install SSL certificates on both, the Session Remote Start server and the

servers making API requests to ensure that only trusted services can issue requests.

7. Connectivity requirements - Session Remote Start must have a direct line-of-sight to Citrix

StoreFront and the VDAs intended for pre-launch.

IMPORTANT NOTE:

e Session Remote Start is compatible with Citrix Virtual Apps and Desktops™ and Citrix

Daas, but only when StoreFront is used.

» Currently, Session Remote Start does not support Citrix Workspace™ (the cloud version

of StoreFront).

+ Citrix FAS and StoreFront are a mandatory requirements for Session Remote Start.

Architecture: Citrix Virtual Apps and Desktops and Citrix DaaS

You can deploy Session Remote Start on both Citrix Virtual Apps and Desktops and Citrix DaaS™
environments as long as you use Citrix StoreFront in DaaS instead of Citrix Workspace. Here are
the high-level architecture diagrams that explain the data flow, user action, and Session Remote

Start workflow.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 8
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Installation of Session Remote Start

Installation Steps

» Download the latest Session Remote Start installation package from Citrix Downloads.

» The installation package has five folders, each containing the necessary files for deployment on

four different servers respectively.
» Open the SessionRemoteStart folder, and double-click SessionRemoteStartSetup.exe .

» Ensure to install as an administrator and follow the on-screen instructions to complete the

installation.

e Disable HTTP/2

a. Open PowerShell as administrator, execute:

reg add "HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters" /v
EnableHttp2Tls /t REG_DWORD /d 0 /f

reg add "HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters" /v
EnableHttp2Cleartext /t REG_DWORD /d 0 /f

b. Restart Machine.

If the installation fails, the completion page displays the location of the failure log. Open the

log file to review the installation failure details.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 10
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Certificates

Install SSL Certificate for Accessing StoreFront™

During the use of Session Remote Start, a large number of calls to StoreFront's API are required.
Therefore, we need to install StoreFront's certificate on the Session Remote Start server to ensure

that Session Remote Start can successfully access StoreFront's Web APIs.

NOTE:

» Session Remote Start is hosted on IIS and runs under a different identity than the user
installing the certificate. Ensure that the Session Remote Start service has the

necessary permissions to load the certificate.

 Citrix® recommends installing the certificate under Local Machine to allow access for all

users.

» The IIS identity under which Session Remote Start is running must be able to visit the
StoreFront URL of Receiver for Web Site without warning. (For example, https://

storefront.rl@11.local/Citrix/srsweb )

Import SSL certificate for Session Remote Start to IIS Manager

Ignore this step if your Default Web Site is already configured.

Securing access and encrypting traffic with SSL certificates is the preferred way of deploying

Session Remote Start. Follow the steps below to achieve:

1. Open up IIS Manager, select the Session Remote Start Server name, and open the Server

Certificates.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 11
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€« >

File  View Help

€5 » PMD-SERVER »

Connections

Q- 8

. --q_='_| PMD-SERVER (rl011\soaktest

_;j Application Pools
5 -[@| Sites

ii;g PMD-SERVER Home

Filter: = W Go - g Show All | Group by: Area - [~
ASP.MET
= ¥ A = 2
| v |la 4 = ) ?
MET NET .MET Error MNET MET Trust  Application  Connection  Maching
Authorizat.. Cempilation Pages Globalization Settings Strings
115
. P =
Authentic... Compression  Default Directory Handler HTTP ISAP] a
Docurment  Browsing Mappings Respon..  CGl Rest
s = q
i‘fﬁ' - = Legl¥r ety
Output Request Server Worker
Caching Filtering Certificates | Processes
Management | Request and manage certificates for websites that use 551
S
[[Elg=
Coenfigurat... Feature Shared
Editor Delegation Configurat..,

2. Click Import... in the Actions panel on the right.

Import Certificate 7 >
55 | Certificate file (.pfx):
| ChUsersh\soaktest-us01 1\ Downloads'srs-server.pfx |
irati
5,721 Password:
520 || |
20/3
2/20) Select Certificate Store:
Web Hosting o
[] Allow this certificate to be exported
OK Cancel

Actions

Import...

'ﬁ' Help

Create Certificate Request...

Complete Certificate Reques

Create Domain Certificate...

Create Self-Signed Certificat

Enable Automatic Rebind of
Renewed Certificate

The settings shown for Select Certificate store and Allow this certificate to be exported in the

images are recommended for enhanced security. If Web Hosting is selected, ensure to import the

full certificate chain.
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Also, ensure that the Session Remote Start service IS identity has the necessary permissions to

load the certificate.

Create HTTPS Binding

Ignore this step if your Default Web Site is already configured.

Create HTTPS binding in 1IS Manager.

Edit Site
e Bindings...
Site Bindings 7 * = B
= sic Settings...
N - zy Pagesand \ pplications
Type Host Name Port Binding Informa... Add...
Controls View Virtual Directorie
http 20 - —
- S e Manage Website
Edit Site Binding 7 * .
sM - Remove & Restart
P Start
Type: IP address: Port:
Browse B Stop
https 10.0.0.7 ~| [443 |
- ;9 Browse Website
Host name: i)’ - Browse *:80 (http)
| |pmd-server.r|011.|oca| | Output Browse *:443 (https)
Dt Caching
Require Server Name Indication Advanced Settings...
Configure
[J Disable HTTP/2 i
LS5
[] Disable OCSP Stapling
@' Help
Close
SSL certificate:
pmd-server Select... View...
1. Open the IIS Manager, click Default Web Site under Sites.

On the right panel, under Actions > Edit Site, click Bindings.

Click Add.

Under the Add Site Binding screen.

Click OK.

Select the type as https.

Set https port to 443.

Start server respectively in the respective fields.

Click Edit on the newly created Binding.

Enter the IP address and host name of Session Remote Start server respectively.
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e Select the SSL certificate.

NOTE:

For the Binding settings, it is considered that the third-party authentication service and
StoreFront use the same network connection for Session Remote Start. If they don't, then
remove any IP address and hostname restrictions and clear the Require Server Name

Indication check box to avoid connection issues.

L3
Require SSL
1. In IS Manager, select the Session Remote Start Site, and double-click SSL Settings.
) . 0 Daps Home
vﬁégm::g::;ﬁog:ﬂwmm Filter: - % Go - G ShowAll | Groupby: Area - [E-
v 8] Sites ASP.NET
. 4 & ¢ & B 9 ] w o 2 & &
NET NET NETError NET NETProfile .NETRoles NETTrust  .NETUsers Application Connection MachineKey Pagesand Providers  Session State SMTP E-mail
Authorizat... Compilstion  Pages  Globalization Levels Settings Strings Controls
115
A 9 o B B A & & 0 = M 5 =[3
Authentic.. Compression  Default Directory  ErrorPages  Handler HTTR ISAPI Filters  Logging ~ MIME fypes  Modules Qutput Request | SSL Settings
Document  Browsing Mappings ~ Respon... Caching Filtering
Management
B .
Configurat... step1: click above
Editer
2. Onthe SSL Settings page, select Require SSL check box and under Client certificates,
select Accept and click Apply.
SSL Setti .
ettings
@ °
This page lets you modify the 550 settings for the content of a website or application. i
Chient certificates
) Ignore
) Accept
"'._:j Requare
14
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Configure Session Remote Start

Configuration file

The Session Remote Start configuration parameters are stored in the Web.config file , which

is located in the Session Remote Start installation directory C:\Program Files\Citrix\SRS\ .

This file contains essential settings that control the behavior of Session Remote Start and should

be configured carefully to ensure proper functionality.

Options
PARAMETER OPTIONAL/
REQUIRED
StoreFront™
StoreFrontServer Required
LocalFqdn Required

SessionldCacheTtlS Optional
econds

UselegacyStoreFron Optional
t

DESCRIPTION

The Store Web URL
of the store explicitly
created for Session
Remote Start. E.g.
https://
<baseURL>/Citrix/

<storename>Web

FQDN of Session
Remote Start server.

TTL of authentication
session between
Session Remote
Start and StoreFront.
The default value is
300. Strongly
recommended to
keep it unchanged.

"True" if StoreFront
is an earlier version.

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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PARAMETER OPTIONAL/
REQUIRED
REST API
RestApiUrl Optional

RestAPICredentialN Optional
ame

Siteld Optional

DESCRIPTION

The default value is
"false".

Is needed only for
certain features, see
[Configuration for
Accessing Other API
Services](optional-
configurations.md#2-
configuration-for-
accessing-other-api-
services).

Note: DDC version
2308 or later is

required.

Is needed only for
certain features, See
[Configuration for
Accessing Other API
Services.] Note: If
the Monitor Service
APl and Rest API
use the same
credential, both
options can refer to
the same credential
name.

Is needed only for

certain features, See
[Configuration for

Accessing Other API
Services.] For CVAD
on-Prem, fill with site
ID. For DaasS, empty.

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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PARAMETER OPTIONAL/
REQUIRED
Customerld Optional

DeliveryGroupsCach Optional
eTtIMinutes

DesktopsCacheTtIMi Optional
nutes

ICA® Client

IcaClientName Required

DESCRIPTION

Is needed only for
certain features, See
[Configuration for
Accessing Other API
Services.] For CVAD
on-Prem,
'CitrixOnPremises'.
For DaaS, customer
ID.

TTL of Delivery
Group - Tag
mapping cache. The
default value is 10.
Strongly
recommended to
keep it unchanged.

TTL of Desktop
name cache. The
default value is 10.
Strongly
recommended to
keep it unchanged.

A unique client name
used for Session
Remote Start
initiated launches.
Must be consistent
with the value of
'$HostName' in
Logon Script
DisconnectSession.p
sl. Itis
recommended to
keep the default 'srs-
server' parameter.

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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PARAMETER OPTIONAL/
REQUIRED
LaunchDebugMode Optional
IcaFileDirectory Optional
IcalLog Optional

DESCRIPTION

Make sure the same
value is set in
DisconnectSession.p
sl.

Enable launch debug
mode. The default
value is 'False'. If set
to 'True', the ICA file
is saved to disk, and
the launch is not
executed. Note: For
security reasons, the
ICA file does not
contain sensitive
information. As a
result, it can only be
used for connection
testing and cannot
be used to actually
launch a session.

The directory of ICA
files (debug mode
enabled). The default
value is
"%AppData%
\Citrix\SessionRemot
eStart\IcaFiles".

"True" if you save the
ICA communication
log. The default
value is "False". It is
recommended to
keep this setting as
'False' to save
space. Enabling it
significantly impacts
performance and

© 1997-2026 Citrix Systems, Inc. All rights reserved.

18



Citrix Session Remote Start

PARAMETER OPTIONAL/
REQUIRED
IcaLogFile Optional
Session Remote
Start
MaxRequestConcurr Optional
ency
RequestTimeoutSec Optional
onds

AutoRefreshConnect Optional
ions

AutoRefreshConnect Optional
ions

DESCRIPTION

should only be used
for troubleshooting.

ICA log path. The
default value is
"%AppData%
\Citrix\SessionRemot
eStart\lcaLogs".

The number of
concurrent API
requests. The default
value is 100.

The timeout seconds
of HTTP request
from a 3rd-party
service. The default
value is "300".

"True" if Session
Remote Start will
auto refresh
connections
periodically. Strongly
recommended to
keep it unchanged.

During the prelaunch
process, the system
checks the DDC
prepare session
completion status. If
complete, the ICA file
is returned; if
incomplete, a retry'
status is returned
with a retry interval.

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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PARAMETER OPTIONAL/
REQUIRED
Logging
LogToConsole Optional
LogToConsoleLevel Optional
LogToDebug Optional
LogToDebugLevel Optional
OverwriteLogFile Optional
LogFileName Optional
LogToFileLevel Optional
MaxLogFileSizeMB Optional

DESCRIPTION

Then SRS should
retry. This field value
takes precedence for
the retry interval
when configured;
otherwise, the
StoreFront-specified
interval is used.

Developer use only.

Developer use only.

Developer use only.

Developer use only.

Overwrite the log file
on the next service
start. The default
value is "false".

Log file location. The
default value is
"%AppData%
\Citrix\SessionRemot
eStart\Logs\Session
RemoteStart.log". If
empty, no logging
will occur.

Trace severity level.
See here for details.
The default value is
5.

Defines the
maximum size of a
single log file (in

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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PARAMETER OPTIONAL/
REQUIRED

MaxBackupLogFiles Optional

LogToEventViewer Optional
PreviousWebConfig Required
Directory

Telemetry

DESCRIPTION

MB). A new file is
created when this
limit is reached.

Specifies the
maximum number of
backup log files to
keep. The oldest files
are deleted when the
limit is exceeded.

Enable event viewer
logging. The default
value is False .
The log is under
Windows Logs >
Application (path:

%SystemRoot%
\System32\Winevt\
Logs\Application.
evtx ) and the event
source name is
“SessionRemoteStar
t.

A folder that stores
previous
configuration
versions, allowing
SRS to monitor
changes to
Web.config. The
default value is
"%AppData%
\Citrix\SessionRemot
eStart\PreviousAppS
ettings".

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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PARAMETER OPTIONAL/
REQUIRED
TelemetryCredential Optional
Name
TelemetryDataDirect Optional
ory

DESCRIPTION

Is needed only for
certain features,
See [Configuration
for Accessing Other
API Services.]
Configure Citrix
Monitor Service API

Credential.
Note:

« |If the Monitor
Service API and
Rest AP| use
the same
credential, both
options can
refer to the
same credential

name.

* Telemetry data
is collected only
if this field is
specified, as it
also acts as a

feature toggle.

* DDC version
2305 or later is

required.

The directory of

telemetry data. The

default value is
%AppData%

\Citrix\SessionRe

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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PARAMETER

TelemetryRotationDa
ysS

AutoTelemetryCollect
ingDays

Mutual TLS

mTLSEnabled

OPTIONAL/
REQUIRED

Optional

Optional

Optional

DESCRIPTION

moteStart\Teleme
tryData , even if no
value is specified.

The number of days
to retain the data
files in "%AppData%
\Citrix\SessionRemot
eStart\TelemetryData
\RequestData" and
"%AppData%
\Citrix\SessionRemot
eStart\TelemetryData
\UsageData"
directories.The
default value is 90.

The number of days
of telemetry data for
SRS service to
collect automatically
in the background
and store in the
telemetry data
file.The default value
is 30.Note: The SRS
service needs about
30 minutes for every
30 days to collect if
this feature is firstly
used.

"True" if you want to
enable mTLS
support. The default
value is "false".

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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OPTIONAL/
REQUIRED

PARAMETER

mTLSClientCertificat Optional
eThumbprints

Smart Access Tags

SmartAccessFarmN Optional
ame

SmartAccessConditi Optional
ons

Auto Logoff

AutoLogoffEnabled Optional

AutoLogoffldleMinute Optional
s

DESCRIPTION

The thumbprint list of
client certificates,
separated by
comma. Required if
MTLS is enabled.

Farm name, for
example:

_XD_192.168.1.19
_443

List of conditions, for

example:

PL_WB_10.107.197
.243,
PL_WB_10.107.197.
244

Is needed only for
certain features, see
[Configuration for
Accessing Other API
Services.] Enable
automatic logoff for
sessions pre-
launched by Session
Remote Start if never
reconnected within
the specified time.
The default value is
“False”.

The idle duration (in
minutes) before
automatically logging

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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PARAMETER OPTIONAL/

REQUIRED

AutoLogoffChecklinte Optional
rvalMinutes

Support for
Resuming
Hibernated VMs

ResumeMachinesEn Optional
abled

ResumeMachinesCh Optional
eckintervalMinutes

DESCRIPTION

off. The default value
is 30.

The interval (in
minutes) at which
Session Remote
Start server checks
whether a session
needs to be auto
logged off. The
default value is 5.
Strongly
recommended to
keep it unchanged.

Is needed only for
certain features, See
[Configuration for
Accessing Other API
Services.] Enable
resuming hibernated
machines during the
pre-launch process.
The default value is

False .

The interval (in
minutes) at which
Session Remote
Start server
synchronizes
hibernated
machines. The
minimum value is 5.
The default value is
5.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

25



Citrix Session Remote Start

PARAMETER OPTIONAL/
REQUIRED
BatchResumeMachi Optional
nesDisabled
BatchResumeMachi Optional

neslintervalSeconds

ResumingByStoreFr Optional
ont

ReconnectionTimeou Optional
tSecondsAfterResum
e

DESCRIPTION

Disable batch
processing of
machine resume
requests. While
requests may arrive
individually, they can
be processed in
batches to improve
backend
performance. The
default value is

False .

The interval (in
seconds) at which
Session Remote
Start server resumes
hibernated machines
in batches. The
default value is 10.

By default, the SRS
resumes a
hibernated VM
through
Orchestration. To
enable resuming a
hibernated VM
through StoreFront,
the value must be
set to 'true’. The
default value is
"false".

Sets a timeout in
seconds for the
temporary
reconnection after a
VM is resumed.
Once this time limit is

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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PARAMETER OPTIONAL/
REQUIRED

For log-related configuration, see Change Log File/Telemetry File Location section.

Configuration file permissions

Check the permissions of the Wweb.config file located at C:\Program

Files\Citrix\SRS\Web.config (default location). Ensure that administrator accounts have full

DESCRIPTION

reached, the session
is automatically
disconnected. This
ensures the session
returns to a
disconnected state.
The default value is
60.

control over the file, allowing them to read, modify, and manage it. At the same time, other users or

groups should not have modify permissions to prevent unauthorized changes.

This helps maintain security and prevents unintended modifications to the configuration.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

27



Citrix Session Remote Start

o Web.config Properties

Group or user names:

General Securty Details  Previous Versions

Object name:  C:\Program Files'\Citrix’5rsWeb config

[EALL APPLICATION PACKAGES

82 5YSTEM

[EALL RESTRICTED APPLICATION PACKAGES

Administrators (pmd-server’Administrators)
52 Users pmd-server'Users)

To change permissions, click Edit.

Pemissions for Administrators

Allow Deny

Full control

Modify

Read & execute
Read

Wite

Special permissions

click Advanced.

For special permissions or advanced settings, Advanced

Cancel Apphy

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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StoreFront™ Configuration

Install SSL certificate for accessing Session Remote Start

To simplify deployment, each Session Remote Start server is set up as a specialized Gateway with

StoreFront. Therefore, StoreFront must be able to communicate with Session Remote Start using

the specified Gateway callback URL: https://<Session Remote Start FQDN>/

SessionRemoteStart/CitrixAuthService/AuthService.asmx .

Add Session Remote Start as a Gateway

1. Click Manage Citrix Gateways in the Stores panel on the right.

| Subscription Enabled | Access

Yes

Internal network only

Actions

Manage Citrix Gateways

Citrix Gateways:

Alternatively, Citrix Gateway appliances can be imported from file.

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores,

Display Name Role

| Used by Sto.. | URL

Stores
Create Store

Export Multi-Store Provisioning File

Manage Citrix Gateways

Manage Beacons
Set Default Website
View

|G| Refresh

ﬂ Help

daps
Manage Delivery Controllers
Configure Unified Experience
Manage Authentication Methods
Manage Receiver for Web Sites
Configure Remote Access Settings
Configure XenApp Services Support
Configure Store Settings
Export Provisioning File
Remove Store

Help

2. Add a new gateway.
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Actions
Stores
Yes Internal network only Export Multi-Store Provisioning File

Manage Citrix Gateways

Manage Citrix Gateways Manage Beacons

Set Default Website

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote )
access through a Citrix Gateway cannot be applied to unauthenticated stores, — View
Alternatively, Citrix Gateway appliances can be imported from file. @ Refresh

E Help
Citrix Gateways: —

daps

Display Name Role | Used by Sto... | URL

Manage Delivery Controllers
Configure Unified Experience
Manage Authentication Methods
Manage Receiver for Web Sites

Configure Remote Access Settings

Configure XenApp Services Support

Add... Edit... Remove Configure Stare Settings

Export Provisioning File

Remove Store

B v

3. Set Display name, set Citrix Gateway URL with https://<Session Remote Start FQDN>/

SessionRemoteStart/ , and change Usage or role to Authentication only.

Add Citrix Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to

e unauthenticated stores.

Authentication Settings .
Display name: | 515 |

Surmmary

Citrix Gateway URL: |d—server.rl'[]11.IocaU5essionRemcteStart/1|

Usage or role: @ [Authentication only hd ]

4. Set Callback URL with https://<Session Remote Start FQDN>/SessionRemoteStart
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Add Citrix Gateway Appliance

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

¥ General Settings Version: | 100 (Build 69.4) or later - |

Authentication Settings

VServer IP address:

. | ¥10:0: SNIP or MIP, v10.1+: VIP |
Summary [optional)

Lagon type: @ [Domain - l

one -

Callback URL: @

- | https://pmd-server.rl011.local/Sessi | /CitrixAuthService/AuthService.asmx
[optional)

Create a New Store for Session Remote Start

A new Store must be created exclusively for Session Remote Start to ensure proper functionality
and integration.

Manage Authentication Methods

1. On the new Store, find the Manage Authentication Methods in the Store configuration panel
on the right.

2. Ensure the Pass-through from Citrix Gateway check box is selected.

3. Expand settings, click Configure Delegated Authentication.
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Manage Authentication Methods - daps

Select the methods which users will use to authenticate and access resources,

@ Refresh
ﬂ Help

0 | |

Method

B User name and password

[]  SAML Authentication

[ | Domain pass-through

Can be enabled / disabled separately on Receiver for Web sites
[ Smart card

Can be enabled / disabled separately on Receiver for Web sites

[] HTTP Basic

v Pass-through from Citrix Gateway €

— Manage Delivery Controllers

n Configure Unified Experience

Manage Authentication Meth
_ Manage Receiver for Web Site
Configure Remote Access Setf
Configure XenApp Services Su
Configure Store Settings

Export Provisioning File

Q .l Remove Store

authentication service settings are included in the advanced options.

Installing and uninstalling the authentication methods and the [ .ﬁ.d-|

Configure Trusted Domains

Configure Delegated Authentication

Manage Password Options

Configure Password Validation

(e

4. Enable the Fully delegate credential validation to Citrix Gateway option.

Manage Authentication Methods - daps

Configure Delegated Authentication

applied when users log on with smart cards.

Fully delegate credential validaticn to Citrix Gateway

Select the methods which users will use to authenticate and access resources, 0
Method Settings
- I |rnr [sb-TaaT-1 =I.F'|-I" r\:.rrl.unrr' _

Specify whether StoreFront fully delegates credential validation to Citrix Gateway. This setting is

o |

In=talling and uninstalling the authentication methods and The

s . . - : ; Ad ed ™™
authentication service settings are included in the advanced options. M

o R

Configure Remote Access Settings

1. Click Configure Remote Access Settings in the Store configuration panel on the right.

2. Check the box Enable Remote Access.
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3. Select the Gateway configured above.

Default appliance: | 515 -

Configure Remote Access Settings - daps H e
Enabling remate sccess allows users outside the firewall to securely access resources. After Manage Delivery Controllers
you enable remote access, add a Citrix Gateway. Configure Unified Experience
P Encble Resmote A Manage Authentication Methods
o . e Access
- ) Manage Recerver for Web Sites
Select the permitted level of access to internal resources I I
Configure Remnote Access Settings
®) Allow users to access only resources deliversd through StoreFront (Mo VPN twansl) Con: Xenhon Services Sumport
anfigure pp Services Suppo
Allow users to access all resources on the internal network (Full VPN tunnel) ) Configure Stare Settings
Users may require the Citrix Gateway plug-in to establish a full VPN tunnel. Export Provisioning File
Rernawve Store
Citrix Gateway appliances: dags L] ﬂ Help
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Configure DDC

Enable TrustRequestsSentToTheXmlServicePort

Enable this setting on the Delivery Controller™ (DDC) to ensure that Session Remote Start

requests coming through StoreFront are trusted.

For Citrix Virtual Apps and Desktops™

Run the following commandlets on the Delivery Controller:

asnp Citrix* Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true

For Citrix DaaS™

Run the following commandlets:

1. On a machine with internet connection, install Citrix DaaS Remote PowerShell SDK. Other
articles also contain related information:

2. Open PowerShell, and execute the command: Get-XdAuthentication An authentication

dialog opens.

3. Execute the commandlets as On-Prem: asnp Citrix*

Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true

4. Log off. Clear-XDCredentials
App Protection: If customers have an App protected delivery group, see App Protection.

HTTP Proxy: Customers must configure the necessary settings and follow the steps in HTTP

Proxy Configuration if their setup includes HTTP proxies to ensure proper functionality.
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AD Server - Logon Script Configuration

The Logon script is used by the Virtual Delivery Agent (VDA) to disconnect the pre-launch session
after the Session Remote Start initiated logon completes. This script is applied to all VDAs and
users using Group Policy to ensure that no resources remain active and unused. It allows users to

reconnect later through their regular login method, ensuring efficient resource management and a
seamless user experience.

Steps to create a GPO and link it to a Domain

1. On the Windows domain controller, open Group Policy Management and create a GPO under
the domain or on the Citrix VDAs OU.

12 Group Policy Management - m}
|5 File Action View Window Help -8
=@ &0 Xc HE
= Group Policy Management CitrixPolicy
v Ah Forest B“'_T'LOCAL Scope  Details Settings Delegation  Status
w 55 Domains
= Laman Links
w 33 BVT. o = — )
& ¢ Create a GPO in this domain, and Link it here... ;s location: BVT LOCAL w
e [ Ut s (BT S ;. domains, and OUs are linked to this GPO:
Fajl Block Inheritance
5t Enforced Link Enabled Path
it Group Policy Medeling Wizard... No Yes BVT.LOCAL
v [F( Mew Organizational Unit
‘ Search...
I Change Domain Controller...
F\ Remove
= Active Directory Users and Computers... >
[ Sites |
5% Group P Mew Window frem Here L
< Group P Refresh 1 GPO can only apply to the following groups, users, and computers:
Properties
1 Users
Help

2. Right-click on the GPO, select Edit to open the Group Policy Management Editor.
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|3} Group Policy Management
v A Forest: BVT.LOCAL
v 55 Domains
v 3 BVT.LOCAL
w CitrixPolicy
#i Default Demain Policy
w LogenScript

2 | Domain Cc Edit... zation
:; test(l Enforced BVWT.LOCAL
A testld v Link Enabled
w | =f Group Polis
Save Report...
=] CitrixPe s
\=[ Default Miew y
& Default Mew Window from Here
%[ LogonS
= WINA| Eilbare Delete

LogonScript
Scope  Details
Links
Dizplay links in this location

Settings

The following sites, domain|

3. In the Group Policy Management Editor, expand User Configuration > Policies > Windows

Settings > Scripts (Logon/Logoff).

Right-click Logon on in the right panel and select

Properties.
=/ Group Policy Management Editor - O
File Action View Help
«= | 25 EE]
=/ LogonScript [DCO1.BVT.LOCAL] Policy = Seripts (Logon/Legoff)
v A Computer Configuration N
| Policies Logon ame
| Preferences Dicolay Propertics
~ 4 User Configuration ey Logoff Properties
v [ p_0|iCiES Descri_ption: _ Help
| Software Settings Contains user logen scripts,

w [ Windows Settings
2| Scripts (Logon/Logoff)
S Security Settings
[Z Folder Redirection
ull Policy-based QoS
~| Administrative Templates: Policy definitio
| Preferences

< >

Opens the properties dialeg box for the current selection.

\Extended ,;{Standard/

4. Switch to the PowerShell Scripts tab, and click Add....
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Pt

Logon Properties

Scripts  PowerShell Scripts

g Windows PowerShell Logon Scripts for Logon Script

MName Parameters Up
Down
Add..
Edit...
Add a Script x
Script Name:
|| | Browse...

Script Parameters:

QK Cancel

T
> \ Extended AStandardf

5. Click Browse... on the right of the Script Name field, a file browser pops up, located in the

NetLogon folder by default.
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Logan Properties ? X

Scripts PowerShell Scripts

E Windows PowerShell Logon Scripts for Logon Script

Name Parameters Up

Down

Add a Script X

Script Name

Script P

Browse

+ « BVTLOCAL » SysVol » BVT.LOCAL » Policies » {79D068D1-4281-4509-BCB6-17AT1BOF290F} » User » Scripts » Logon v O

Search Logon 0

Organize + New folder B==

Mame Date modified Type Size
7 Quick access

[ Desktop
; Downleads
Documents
[&=] Pictures

No items match your search.

LRI

DisCannect
en-Us
Logon

scripts

3 This PC
_J 3D Objects
[ Desktop
Documents
4 Downloads
b Music
[&=] Pictures
[ Vvideos
i Windows (C:)

= Temporary Storage

=¥ Network

The Logon folder is a shared folder which typically has read-only and execute permissions by

machines and users. To avoid permission issues, it is recommended not to use any other
folder.

Create DisconnectSession.psl under this folder.

Use the one provided by Citrix as part of the installation file.
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Browse

1+ <« BVT.LOCAL » SysVol » BVTLOCAL » Policies » {79D068D1-4281-4509-BC86-17AT1BOF230F} » User » Scripts » Logon v 0 Search Logon

Organize New folder

|

Name Date modified Type Size
# Quick access

I Deske | DisconnectSession 3/26/2024 247 AM Windows PowerS... 1KB
esktop

4 Downloads

[Z Documents

R

&= Pictures
DisConnect
en-Us
Logon
scripts

[ This PC

B 2D Objects

[ Desktop

5] Documents

¥ Downloads
J Music

&= Pictures

B videos

s Windows (C:)

- Temporary Storage

¥ Network

File name: | DisconnectSession v| All Files

@® ©

6. Select Run Windows PowerShell scripts last and click OK or Apply.

Logon Properties

el

x

Scripts  PowerShell Scripts

g Windows PowerShell Logon Scripts for LogonScript

Mame Parameters Up

Disconnect Session . ps1 Down

Edit...

Remove

For this GPO, un scripts in the following order:

Mot configured w

Mot corfigured
Fun Windows PowerShell scripts first
Bun Windows PowerShell scripts last

ndows Server

) UG

Show Files...

o | [ oh
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Configure Citrix FAS

Steps to Install and configure FAS

To install and configure FAS in your setup, see Install and configure.

FAS Do’s and Dont’s

1. Itis mandatory to Enable the FAS plug-in for the SRS Store only (using the PowerShell script)

as we are using Citrix Virtual Apps and Desktops StoreFront.

2. Check the rule on your FAS server, to ensure your STF is allowed in the Manage StoreFront™

Permissions page.

a.

Be aware that by default, there is a DENY entry for Domain Computers. On windows DENY

always "wins".

Verify if the permissions from Storefront servers for groups such as domain computers is

not set to Deny.

. Verify if FAS rules > access control > domain computers is set to Allow.

3. Ensure the domain users are added in the FAS console.

a.

b.

FAS console > Rule Default > restrictions > Manage user permissions check if you

have the domain user here.

Set the Domain users for FAS user authentication in the FAS console to allowed.

4. Storefront servers should be authorized to use FAS by default, if not, do it explicitly.

a.

b.

On the FAS server, open Citrix Federated Authentication Service console.

Go to the Rules tab, select the appropriate policy and click the pencil icon to edit.

. On the left menu select Access control and click the Manage StoreFront access

permissions link.

In the Permission for StoreFront Servers page, add your StoreFront servers and give

them the Assert Identity permission and click OK.
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Installation checklist

Session Remote Start Server

1. Open <https://<baseURL>/Citrix/<storename>Web> in a browser and verify that it loads

without any warnings.

Ignore the No logon methods are available on this platform message.

2. If LogFileName is configured:

» Check if the log file exists.

* Review the log for any errors that may indicate issues with the setup.

3rd-party Auth Service Server

1. Open https://<Session Remote Start FQDN>/SessionRemoteStart/index.html and

verify if it opens without a warning.

StoreFront™ Server

1. Open <https://<Session Remote Start FQDN>/SessionRemoteStart/

CitrixAuthService/AuthService.asmx> and verify if it opens without a warning.

2. Double check the configurations, including:

a. Gateway, especially double check the gateway URL and callback URL must be Session
Remote Start server( https://<Session Remote Start FQDN>/SessionRemoteStart ).

b. Authentication methods, especially Delegated Authentication.

c. Remote Access, specifically applies to the gateway configured above.

3. Federated Authentication Service integration should be enabled on a StoreFront Store using

the PowerShell script. For more information, see, Enable the FAS plug-in on StoreFront stores.
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DDC

Check if TrustRequestsSentToTheXmliServicePort is enabled. Run the following commandlets:

asnp Citrix* Get-BrokerSite

For more information about the commandlets, see DDC Configuration.

AD

Verify if the logon script is configured.

FAS

If FAS has never been installed before, and it is specifically for the installation of Session Remote

Start, please ensure that FAS is correctly configured and functional.

1. Reconfirm that FAS plug-in is enabled on StoreFront for SRS store, as mentioned in StoreFront

checklist using the PowerShell script.

2. Reconfirm that DDC trust the StoreFront servers requests, as mentioned in DDC checklist

(TrustRequestsSentToTheXmlServicePort enabled).

3. Confirm that Group Policy is correctly configured, especially FAS FQDN is configured. Confirm
Group Policy is applied to all necessary machines (StoreFront/VDA/DDC).

4. Confirm the user rules. If the default rule is used for quick FAS configuration, please do confirm

that Domain Computers is NOT denied.
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The required templates are deployed in Active Directary.

o Set up a certificate authority

The authorization templates are published on: jackw-ad xiaow local\xiaow-jackw-ad-CA.

Click "Publish" to publish the templates on another certificate authority.

An authorization certificate is configured.

Deauthorize this service.

You have a rule ccnfigur

Complete this step if you wish to use this FAS service with Citrix Cloud.

0 Authorize this service Reauthorize

o Create arule Create

Connect to Citrix Cloud Connect

&4 Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules | Advanced Connect to another server  Refresh
Complete these setup steps:

0 Deploy certificate templates Deploy

8 Citrix FAS Administration Console - connected to localhost

Initial Setup |Rules | Advanced Connect to another server

O

Complg & EditRule - :

o Edit rule "Default”

Template Specify which StoreFront servers can use this rule. You can select individual machine

accounts or Active Directory security groups.

Refresh

o Certificate authority

Permissions for StoreFront Servers

@Storeﬁont access permissions "j
__.J Security

" Access control Note: if you are only planning to use this rulg| — Groue orusernames:
o grant access to any StoreFront servers. Domain Computers \Domain Computers)

Restrictions

In-session use

|
O
x

X

Summary
0 Add... Remaove
Pemissions for Domain
Computers low Deny
Assert Idertity O
Cancel Poply

User Logon Name

For every end user, the User logon nhame must be configured.
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: Active Directory Us
File Action View Help
|25 £ 0 XELB LeET IR
: Active Directory Users and Com|| pame Type
e & proc-usete User
I Builtin &pmd-useﬂg User
j Computers & pmd-user2 User
(2] Domain Controllers & pmo-user2d User
] ForeignSecurityPrincipal: E)pmd—userﬂ User
] Managed Service Accour &pm”'““ﬂz User
| Users &, pmd-user23 User
E) pmd-user24 User
E) pmd-user23 User
E; pmd-user2f User
E; pmd-user2? User
8) pmd-user28 User
E) pmd-user2d User
E; pmd-user3 User
E; pmd-user30 User
8) pmd-user31 User
E) pmd-user32 User
E) pmd-user33 User
E; pmd-user34 User
8; pmd-user33 User
8) pmd-user3@ User
E; pmd-user37 User
E; pmd-user3g User
E; pmd-user3g User
8) pmd-userd User
E) pmd-userd) User
E) pmd-userd] User
E; pmd-userd2 User
8; pmd-userd3 User
E) pmd-userdd User
E; pmd-userd3 User
E; pmd-userdf User
E; pmd-userd? User
8) pmd-userdd User
& pmd-userdd User
E; pmd-userd User
< > || & md-userin Ler

Description

pmd-userdd Properties ? X
Member Of Dial4n Environment Sessions
Remoate contral Remate Desktop Services Profile COM=
General Address Account Profile Telephones Organization

User logon name:
[ | ”
User logon name {pre-Windows 2000):
[ro11y | [omd-user4s

Logon Hours. LogOn To...
[ Unlock account
Accourt options:

[ User must change password at next logon lal

[ User cannot change password

Password never expires

[[] Store password using reversible encryption w

Account expires

(®) Never

(O End of | Thursday , December 12, 2024
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Session Remote Start local testing

Some features may require additional configurations. For more information, see Optional

Configuration.

Open Session Remote Start Web Local Testing

Open https://<Session Remote Start FQDN>/SessionRemoteStart/index.html ,in a web

browser and check if it loads successfully without any warnings.
There are three tabs on the top left: Enumerate and Launch, Launch Desktops, and Logoff.

1. Enumerate and Launch: Enumerate available resources for a User Principal Name (UPN)
and allows launching a selected resource for the UPN.
2. Launch Desktops: Session Remote Start supports launching all desktops using three
methods.
» Launch All Desktops of a User Principal Name (UPN)
e Launch All Desktops by Tags of a User Principal Name (UPN)

e Launch All Desktops assigned to the UPNs in the specified AD groups

3. Logoff: Logs off all sessions for a given UPN and device name.
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A 5 dapshostiwtiool

« Citwin Leaming Cent. () Citrin Worispace by Tickets - Citrite. i Citwin Developer Doc « Citin Usev Do = Matevin D @ Ciris Backstage 5 Cowerty Wy Apps Dlashiboar

Enumdrate and Launch | Launch Desklops | Logof
Enumerate and Launch Resource of a User Principal Name (UPN)

Erumerates resources for a given UPN. On success, a list of one or more resowrces is
retumed. |f thefe were no resources Tound for the user of the API tailed 1o felch the st of
PESOUITES, an emor is retumed

Launches the spacified resource fod the given UPN. The AP1 will returmn once logen has
completed, or if an emor has cocurred. Note that as logon may fake several minutes to
complete (for example, if the maching & pawening up), this AP will Block the: calling
theead for the same amaunt of tme:

Enumerate and Launch Resource

UPN:

Enumarale Resources

Enumerate and Launch Resource of a User Principal Name
(UPN)

Input the User Principal Name (UPN), then click Enumerate Resources.
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23 dapshostibvilocal,

% Citrix Learming Cent—. (@) Catris Weorkspace My Tickets - Citsite... w Citrix Developer D v Citvix Wser Doc  » Citeis Adwin Doc @ Citnix Backstege 5 Coverty My Apps

Enumerate and Launch Resource of a User Principal Name (UPN)

Enumerates resources for a given UPN. On success, a list of one or more resources is
retumed. If there were no resources found for the user or the AP failed to fetch the: list of
FESOUICES, 3N ENOF IS returmed

Launches the specified resource for the given UPN. The APl will return ence logon has
completed, or if an errer has occurred. Note that as logen may take several minutes to
complete (for example, if the maching is powenng up), this AP will Block the calling
thread for the same amount of time

Enumerate and Launch Resource

UPN:

hang@b local

Enumerale Resources

MName: Dally ms 1

ResourceName: hong Daily ms 1 $513-16

ResourceType: Desktop

Resourcel)RL: Resources/Launchlca/aGiuZySEYWIseSBIcyAXICRTMTMIMTY- ica

Launch Daily ms 1

Name: Google Chrome

ResourceMame: hong Google Chrome

ResourceType: Apphcation

Resourcel)RL: Resources/Launchlca/aGouZySHb2 9nbGUgR2hyb2 1] ica

Launch Google Chrome

Mame: Occasional ss 1

ResourceName: hong Occasional ss 1 $A10-4-2F5CBDSF-0001

ResourceType: Deskiop

ResourcelJRL: Resources/Launchlca/aGouZy5PY 2Nhc2ivbmFsIHNzIDEgJEEXMCOOLTJGNUNCRDVGLTAWMDE- ica

Launch Occasional s5 1

Namea: Visual Studio 2022

ResourceName: hong Visual Studio 2022

ResourceType: Apphcation

Resourcel)RL: Resources/Launchica/aGouZySWaXN1YWwgU3R1ZGHIDIwhjl- ica

Launch Visual Studio 2022

Name: ig§i4

ResourceName: hong iB B3

ResourceType: Application

ResourcelURL: Resources/LaunchlcalaGouZyTorrDkuovmnkw- ica

Launch i §id

Then choose a resource, for example: Daily ms 1 and click Launch Daily ms 1 . The API

waits for a logon natification from the VDA before returning to the caller.
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t bvtlocal

i Citrix Learring Cent_. () Cotrix Workspace My Tickits - Cdnibe.. 5 Cotnix Dewiloper Dex ¢ Citrix User Do 5 Citrix Adrun Do @) Gt Baclatege. 5 Coarity My Apps Duthbosr,_

Enumerate and Lawnch | Launch Deskiops | Logoff

Enumerate and Launch Resource of a User Principal Name (UPN)

Emnumerates resources for a given UPN. On success, a list of one of more resources is
returned. If there were no resounces found for the user or the AP failed 1o fetch the kst of
TES0UTCES, AN efor i3 returmed

Launches the specified resource for the given UPN. The AP1 will return ence logon has.
completed, or f an error has occurred. Note that as logon may take several mingdes to
complete (for example, if the machine is powering up), this AP will block the calling
thread for the same amount of time

Enumerate and Launch Resource

UPN:

hongE@bit local

Mame: Daily ms 1

ResourceName: hong Daily ms 1 $513-16

ResourceType: Deskiop

ResourcelURL: Resources/LaunchlcalaGiulySEYWiseSBcyAxICRTMTMIMTY- ica

Name: Google Chrome

ResourceName. hong Google Chrome:

ResourceType: Application

ResourcelURL: Resources/LaunchicalaGouZySHb2 InbGUgQ2hyb211ica

Mame Occasional ss 1

ResourceName. hong Occasonal 55 1 $A410-4.2FSCBDSF-0001

ResourceType: Deskiop

ResourcellRL: Resources/LaunchlcalaGiuySPY 2Nhe2ivbmF sIHNzIDEgJEEXxMCOOLTJGNUNCRDVGLTAWMDE- ica

Mamea: Visual Studio 2022

ResourceName: hong Visual Studo 2022

ResourceType: Application

ResourceURL: Resources/Launchica/aGaudySWakMN 1Y WwgLI3R1Z GhiDiwMjl- ica

Name i2Hi#E

ResourceName: hong 1oL

ResourceType: Applicabion

ResourcelURL: Resources/Launchica/aGiuZyTormDkuovmnkw- ica

A prompt appears with a notification if the resource is launched successfully. Then, check the

session in the studio.
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C M 2% dapshost.bvt.local,

rix Leaming Cent.. (@ Citrix Workspace My Tickets - Citrite... stage S Coverity My Apps Dashbd]

dapshost.bvt.local says

Enumerate and | aunch | Launch Desktops | Logoff Launch completed. TransactionlD: b004cf90-aff2-4e6f-200e-
da76fb433fb1, Status: Success.
Enumerat Please check the session in studio. ime (UPN)
Enumerate ources is
returned. Il h the list of

resources, an error is returned

Launches the specified resource for the given UPN. The API will return once logon has
completed, or if an error has occurred. Note that as logon may take several minutes to
complete (for example, if the machine is powering up), this APl will block the calling
thread for the same amount of time.

Enumerate and Launch Resource

UPN:

hong@bvt.local

Enumerate Resources

Name: Daily ms 1

ResourceName: hong Daily ms 1 $513-16

ResourceType: Deskiop

ResourceURL: Resources/l aunchlca/aG9uZy5EYWIseSBicyAXICRTMTMIMTY- ica

Launch Daily ms 1

Name™ Google Chrome

ResourceName™ hong Google Chrome

ResourceType: Application

ResourceURL: Resources/Launchlca/aG9uZy5Hb29nbGUgQ2hyb21l.ica

Launch Google Chrome

Name: Occasional ss 1

ResourceName: hong.Occasional ss 1 $A10-4-2F5CBD5F-0001

ResourceType: Desktop

ResourceURL: Resources/Launchlca/aG9uZy5PY2Nhc2ivbmFsIHNzIDEgJEEXMCOOLTJGNUNCRDVGLTAWMDE-.ica

Launch Occasional ss 1

Name: Visual Studio 2022

ResourceName: hong.Visual Studio 2022

ResourceType: Application

ResourceURL: Resources/Launchlca/aG9uZy5WaXN1YWwgU3R1ZGIvIDIwMjl-.ica

Launch Visual Studio 2022

Name: iS4

ResourceName: hong iI0ZE4

ResourceType: Application

ResourceURL: Resources/l aunchlca/aG9uZy7orrDkuovmnKw- ica

Launch ifZE4&
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Single-session 05 Machines | 2 Multi-session 05 Machines L Sessions o

[G+ LogOff @ View Machines sue More [ i
Current U.. 4 | Name . Delivery Group Machine Catalog | Brokering Time .. | Session State | Application State | Session Supp...
BVTthong dapsTSVDA BVTLOCAL Daily Group Daily Catalog - Disconnected Deskiop Multi

BVTihong -dapsTSVDA.BVT.LOCAL

Session Administrators

Sassion Machine
BV¥Tihang Machine dapsTSVDA BVTLOCAL
Hx C o Daily Groug
S e Machine Catalog Daily Catalog
S 1 State Desconnected
T minutes

12/30/24. 5:45 AM
12/30/24, 1:45 PM (Local, UTCs08:00)
ation State Dasktop

Jors-server]

0.0.00

[0

vl0

dapsDDC BVTLOCAL
dapshost bvi local
1014723286
Windows 2022

Launch Desktops

Launch All Desktops of a User Principal Name (UPN)

Enter the User Principal Name (UPN) and click Launch All Desktops. A prompt will confirm

whether the resources launched successfully. Then, verify the sessions in Citrix Studio.

< m 23 dapshostbvtlocal/se

% Citrix Learning Cent... (@ Citrix Workspace My Tickets - Citrite...
dapshost.bvt.local says

Enumerate and Launch | Launch Desktops | Logoff Launch all desktops completed. TransactionCx
36bedT2c-6784-413-9%ea-c55fbal2dbad, Status: Success.
Laur Please check sessions in studio. 'N)

Launches al it waiting

for logon co,

Launch All Desktops

Upn:

hong@bvt local
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Single-session 05 Machines | 2 Multi-session OS5 Machines

[=* Log Off <@ View Machines s55 More

CurrentU... 4 | Name | Delivery Group

BV Tihong dapsTSVDA BVTLOCAL Daily Group

BV T\hong launchAllTestSSBVTLOCAL Occasional Group 1
BYTihong dapsVDA BVTLOCAL Occasional Group 1

BVTihong -launchAllTestSS.BVT.LOCAL

Session Administrators

Session

Current User BVTihong

Prato Fdx
Deskiop
Disconmicted
0 minutes

1230724, 614 AM

12730724, 214 PM (Local. UTC+08:001
Deskiop

0.0.00

Unknown

vi0

dapsDDCBVTLOCAL
dapshost bvt local

10147232 86

Windows 10

Sessions B

| Machine Catalog

Daily Catalog
Occasional Catalog 2

Oeccasional Catalog 1

| Brokering ..

Machine
Machur:

Delrvery Group

Machine Catalog

| Session State
Disconnected
Drsconnected

Disconnected

launchAllTestSS EVTLOCAL

Dccasignal Group §
Qecagional Catalog 2

| Application State
Deskiop
Deskiop

Deskiop

« <@ »

4]

| Session 5...

Multi
Single

Single

m

Launch All Desktops by Tags of a User Principal Name (UPN)

Enter the User Principal Name (UPN) and tags, scroll down and then click Launch All Desktops

By Tags. A prompt will confirm whether the resource is successfully triggered. Then, verify the

sessions in Citrix Studio.
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% dapshostbwvilocal

»  Citrix Learning Cent... @ Cotrix Workspace My Tic

Enumerate and Launch | Launch Deskiops | Logofl

Launch All Desktops
Upn:

hong@ib local

Launch All Deskiops

Launch All Desktops By Tags

istage 5 Coventy
dapshost bvtlocal says

Launch all deskiops by tags completed. TrarsactioniDe
02fec25d-9185-417c-be12-213f80112142, Status: Swecess.

Laur Please check sessions in studso. 'N)
Launches al @ it waiting
for logon co,

Launch All Desktops by Tags of a User Principal Name (UPN)

Launches all the desktop resources by tags for the given UPN. The API will retumm
withaut waiting for logon completion, of if an efror has occurred

My Apps Dashboar...
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Upn:
hongi@ibvt kocal
Tags:
test2
Single-session 05 Machines | 2 Multi-session OS5 Machines | 1 Sessions 9
[5* LogOff <@ View Machines vee More th @
Current U... 4 | Mame | Delivery Group | Machine Catalog | Brokering Time ... | Session State | Application State | Session Supp...
EVTihong launchAllTestSS BVTLOCAL Occasional Group 1 Occasional Catal .. - Disconnected Deskiop Single
EVTihong dapsVDA BVTLOCAL Occasional Group 1 Occasional Catal.. - Disconnected Desktop Single
@® < B

BVTihong -launchAllTestSS.BVT.LOCAL
Session Administrators
Session Machine
Current User EvTihong launchAllTestSS BVTLOCAL
Protacol Hdx Decasional Groug 1
Session Type Deskton Dcasional Catalos 2
Session State Disconnected
T 0 mirutes

12/30/24, 619 AM

12/30/24, 210 PM (Local, UTC+08:000

dapsDDC.BVTLOCAL

dapshost bt local

1014723288

Windows 10
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Launch All Desktops of AD Groups

Enter the AD Groups, scroll down and then click Launch All Desktops of AD Groups. A prompt
will confirm if the launch resources successfully triggered. Then, verify the sessions in Citrix
Studio.

C m 23 dapshostbvtlocal/sessionrem testart

#  Citrix Leamning Cent.. @ Citrix Workspace My Tickets - Citrite...

dapshost.bvtlocal says
Upn:
Launch all desktops of AD groups completed, Transaction|D: 50faesfs-

useri@domain.com as08-4d28-b267-2192674 1daad, Status: Success.
Please check sessions in studio.

tagl, tag2, tag3

Launch All Deskiops By Tags

Launch All Desktops of AD Groups

Launches all the desktop resources for the given AD groups. The AP will return without
waiting for logon completion, or if an ermor has occurred
Launch All Desktops of AD Groups

ADGroups:

testLaunchAD Group

Tags:

tagl. tag2. tag3
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Single-session 05 Machines | 2

[5* LogOff <@ View Machines sas More
Current U... 4 | Name

BVTthong dapsTSVDABVTLOCAL

BV Tihong launchAllTestSSBYTLOCAL
BVTthong dapsVDABVTLOCAL

BVT\pengt dapsTSVDA BVTLOCAL

Multi-zession 05 Machines

| Delivery Group

Daily Group
Occasional Groug 1
Occasional Group 1

Daily Group

BVT\pengt -dapsTSVDA BVTLOCAL

Session  Administrators
Session
BvTipengt
Hdx
Dasktop
Disconnected
Timse in State 1 minute
Logon Time: 12130724, 637 AM

1273024, 237 PM (Local, UTC+08:00)
Desktop

0.0.00

Unknown

]

dapaDDCEVTLOCAL
DAPSHOSTEVTLOCAL
1014723286

Windaows 2022

Application State

B

1l

| Session Supp...

Mults
Single
Single

Mult

« <@ >

Sessions o
Machine Catalog | Brokering Time... | Session State | Application State
Daily Catalog Disconnacted Deskiop
Occasional Catal Disconnictid Desktop
Occasional Catal . Disconnected Deskiop
Daily Catalog Disconnected Deskiop
Machine
Machine dapsTSVDA BVTLOCAL
Baily Groue
Daily Catalce

Logoff Sessions of a User Principal Name (UPN)

Enter the User Principal Name (UPN) and select whether to log off disconnected sessions only

or Session Remote Start service-launched and disconnected sessions only. Then, click

Logoff Sessions. A prompt will confirm if the logoff sessions request is successfully triggered.

Finally, verify the sessions in Citrix Studio.

& T % ongeemdepibvi il SemionRemotsSianiogol ke

Enuméiate and Launch | Launch Deskions | Logof

Logoff Sessions
UFN:
Rangiitet local

Legofl Disconnected Seasions Only
Logolf SRS Service Prelaunched Disconnected Sessions Only

L

Logs off al
Mot

~Thes AT 5
O

cnpremdaps byt local says

Lopol! siseons complited. TaraamoniDn JTCS0SS 00854232 .]
e 137N, Bty Ranen
Pl wit Pt B o et B Somplete elgaceri kogoll
@ L]
By v

= If rusitiple apphcations are launched i they share & single session, loggng off from ane

appecation

will ko Off the entire Ses5ion, meaning Ml apphcabions within that session wil

b logpesd off.
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Verify Session Remote Start API Calls

Enumeration and Launch

A sample script is provided in the Citrix download package to verify the installation, configuration,

and API calls. Script Name: enum_launch_example.psil
Recommendation:

* Run the script on the third-party Authentication Service host for proper verification.

» The script retrieves and launches resources by calling Session Remote Start APIs.
Execution in PowerShell:
Run the script with two mandatory parameters:

1. Fgdn — The FQDN of the Session Remote Start server

2. UPNs — An array of UPNs and Resource Names, formatted as:

* UPN:ResourceName (example: user@example.com:Desktopl )

 |If the resource name is omitted, the first available resource will be launched.
Example:

.\enum_launch_example.psl -Fqdn "srs-server.domain.com" -Upns

"SRSuserl@domain.com:SRS-Server2019", "SRSuser2@domain.com"
Explanation:

* SRSuseri@domain.com is assigned to launch the desktop "SRS-Server2019" (the name as it
appears in their workspace).
* SRSuser2@domain.com has no specific resource assigned. In this case, the script will

automatically launch the first available resource from the user's resource list.

This ensures that Session Remote Start correctly retrieves and launches desktops for the specified

users.

Output:
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Id Hame P3JobTypeName State HasMoreData Location Command
9 Job BackgroundJob Running True localhost .

11 Jobll BackgroundJob Running True localhost .

9 Jobd BackgroundJob Completed True localhost .

11 Jobll BackgroundJob Completed True localhost fee
Jobs completed, getting ocutputs....

o JobTd=[§] == o

Start job for UPN=|[pmd-userZ@rllll.local], BescurceName=|PMD-Serwver2019-2).

Sending enumerating rescurces requests...

Enumerate resources successfully.

Start launching Resource=([FMD-Serveri0l9-2) reguest for UPN=[pmd-useri@rllll.local]...
Launched Resource successfully.

Complete job for UPH=|[pmd-userZ@rl0ll.local], RescourceNamew|PMD-Server20l9-2].
——————————————————————————————————— End ======s=css==scssssssssssssssssssssssssssssssssses

----------------------------------- JobIdes [L1] = o o o o om o
Start job for UPN=[pmd-userl@rlill.loecal], RescurcedName=[].

Sending enumerating rescurces requests...

Enumérate reésources successfully.

Ho rescource name provided, choose the first rescurce=[PMD-Server2019] in the list.

Start launching Resource=|PMD-Server22l®] regquest for UPH-[pmd—usﬁrlQ:lﬂll.Lacal]...
Launched Resource successfully.

Complete job for UPH=[pmd-userl@rl0ll.locall, Rescurcelame=[PMD-Server20l9].
——————————————————————————————————— Bl o o o o o e

Review the script execution output to ensure resources are pre-launched successfully.

Alternatively, verify in Citrix Studio. Before running the script, no active sessions must be visible for

the target machines.

= | CilrX | DaaS Premium o soakdstgep2 y?:sw‘l‘f"
Manage -~ Monitor Downloads

Q) Heme (@ serch | PFiters | NameContansmd” @ + Y [ScING)

Q. search Single-session 0S Machines (0 Multi-session OS Machines (5 Sessions ()

Q) Machine Cataloes ¢ @

&9 Delivery Groups

B Applications

Policies

4 Logsing

Rg Adm

G Hosting Ne results found.

BB storefron

£ AppPackages

€Y zones

@ Settings

G5 Beckup + Restors preview

4 Quick Deploy

After running the script: The sessions should appear in a disconnected state, confirming that the

resources are pre-launched and ready for user reconnection.
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Yujie Miao (8. v
CCID: soakdstgep2

C‘\TI"I)‘( DaaS Premium a soak4stgep2

Manage - Monitor Downloads
Home (T searc P Filers  NemeContainspmd” ©  + 1Y c o

Soarch Single-session 0S Machines (0 Multi-session 0S Machines (5 Sessions @)

=3
B8

>

Current User & | Name Delivery Group | Machine Catalog | Brokering Time (UTC) | Application State | Session Support

Applicatons FIOMpmd-user pd-vdal rlo1l laca pmd-dg pmd-catalog Desktop Mult

rloTpmd-user2

pmd-vda2.ro11 local pmd-dg2 pmd-catalog Desktop Multi

R — o

> P B OAENLFRRaldSFOoD

Quick Deploy Glick an item to view the details,

Logoff

This script logs off user sessions by calling Session Remote Start APIs. A sample script is provided

in the Citrix download package to verify. The Script Name: logoff_example.psi
Running the Logoff Script in PowerShell with two mandatory parameters:

1. Fgdn — The FQDN of the Session Remote Start server.

2. Upns — An array of UPNs (User Principal Names). By default, the script logs off all sessions,

regardless of their state.

3. AlIDisconnected: It will only log off the disconnected sessions if set to true.

4. SRSLaunchedDisconnectedOnly: Setto true to log off only sessions launched by the
Session Remote Start Service that are currently disconnected.

Example:

.\logoff_example.psl -Fqdn "srs-server.domain.com" -Upns

"SRSuserl@domain.com", "SRSuser2@domain.com" -SRSLaunchedDisconnectedOnly $true

In this example, the script will logoff all the resources launched by Session Remote Start service
and currently in disconnected state for the users SRSuseri@domain.com and

SRSuser2@domain.com .

Output:
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Id Name PSJobTypeName State HasMoreData

9 Job9 BackgroundJob Running True
11 Jobll BackgroundJcb Running True
9 Job9 BackgroundJob  Completed True
11 Jobll BackgroundJob Completed True

Jobs completed, getting outputs....

Start job for UPN=[pmd-user2@rl(0ll.lccal].
Sending logoff resources request...

Logoff resources successfully.

Complete job for UPN=[pmd-user2@rl0ll.local].

Start job for UPN=[pmd-userl@rl0ll.local].
Sending logoff resources reguest...

Logoff resources successfully.

Complete job for UPN=[pmd-userl@rl0ll.local].

Location

localhost
localhost
localhost
localhost

----------------------------------- JODTA=[9] === mmm s

——————————————————————————————————— End ======sssmm s e s s s s s s m s

Command

——————————————————————————————————— JODTA=[11] == mmmmm oo o

----------------------------------- TEENE], o e e e

This API only sends the logoff request and does not wait for the sessions to fully log off.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

58



Citrix Session Remote Start

NetScaler® for Load Balancing Multiple
Session Remote Start Servers

Session Remote Start supports multiple servers to load balance the requests effectively. We

recommend using NetScaler as a Load Balancer.

NetScaler Configuration

System Requirements for NetScaler as a Load Balancer

The following table lists the minimum requirements.

(O 1] NETSCALERVPX 13.1
Processor 4 or more cores on a compatible 64-bit
processor
RAM Min 8GB
Storage 50 GB

Enable load balancing

Navigate to System > Settings, and in Configure Basic Features, select Load Balancing.

CilriX ADC VPX AZURE BYOL (8000)

Dashboard Configuration Reporting Documentation Downloads Eo

& Configure Basic Features

Configure server objects

Create an entry for your server on the NetScaler appliance. The NetScaler appliance supports IP
address based servers and domain-based servers. If you create an IP address based server, you

can specify the name of the server instead of its IP address when you create a service.
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1. If you want to specify the name of the server instead of its IP address, add an address record

first. Otherwise, skip this step.

Navigate to Traffic Management > DNS > Records > Address Records, and add an address

record.

Dashboard Configuration Reporting

& Create Address Record

Host Name*

srs-demo.rl011.local (D
IPAddress®

100131 x| @

TTL (secs)
3600

2. Navigate to Traffic Management > Load Balancing > Servers, and add a server object.
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< Create Server

Name*
srs-server] @
IP Address (@ Domain Name

FODN*
srs-demo.rl011.local @

Traffic Domain

e Add

Translation IP Address
Translation Mask

Resolve Retry (secs)

‘ | @
() IPvé Domain

Enable after Creating

Query Type

A v

Comments

Dashboard Configuration Reporting

Documen

Repeat the two steps if you have multiple servers.
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Configure services

1. Navigate to Traffic Management> Load Balancing > Services, and add a service.

Dashboard Configuration Reporting

& Load Balancing Service

Basic Settings

Service Name®
srs-servicel {D
Mew Server .@. Existing Server

Server®

srg-server] (srs-demo.rl011local) s {D

Protocol®
S5L W {D
Port*

443

» More

«

2. In Thresholds & Timeouts, modify the value of Server Idle Time-out according to the

average launching processing seconds in your environment.
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< Load Balancing Service

Basic Settings

Service Name srs-servicel
Server Mame srs-serverl
Server State ®DOWN
Protocol S5L

Port 443
Comments

Monitoring Connection Close Bit  NONE

Thresholds & Timeouts

Service Name*

srs-zervicel ‘ @

Threshold

Maximum Bandwidth (Kbps)

0

Monitor Threshold

0

Max Requests

0
Max Clients

0

Idle Time-out (sec)

Client Idle Time-out

1000

Server ldle Time-out

1000

_ D
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Repeat the operation if you have multiple servers.

Create a virtual server

1. Navigate to Traffic Management > Load Balancing > Virtual Servers, and then create a

virtual server.

Cifrix. ADC VPX AZURE BYOL (8000)

Dashboard Configuration Reporting

& Load Balancing Virtual Server

Basic Settings

Name™

srs-lb @
Protocol®

SSL ~ (D
IP Address Type*

IP Address 0
IP Address*

10 0 n 10 @
Port*

443 0)
» More

Documentation

Downloads

Create a virtual server by specifying a name, an IP address, a port, and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIF
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests.

2. Bind services to the virtual server.

N v Services
Services @)  Auto Detected Services 0 Internal Services 8
Delete 1 [ Select Action v
rt > Q . an enter Key - Value
fanagement v (m] IP ADDRESS/DOMAIN NAME PORT PROTOCOL
Load Balancing o oome = ons
[m] DOV 00n9 5563 HTTP
Virtual
Servers L1 10011.31 443 SSL
Services sup 10011.32 443 sstL
Service (o]C)] eup 10007 a3 ss
3. In Traffic Settings, modify the value of Client Idle Time-out according to the average
launching processing seconds in your environment.
Traffic Settings VA
Z::ABLED
DISABLED
OFF
\l’JU‘. al Server Response  PASSIVE
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Configure a Responder Policy to drop untrusted IP addresses
(Optional)

1. Enable the responder feature. Navigate to System > Settings, and in Configure Advanced

Features, select Responder.

Cilrix. ADC VPX AZURE BYOL (8000) T —

Dashboard Configuration Reporting Documentation Downloads T

<~ Configure Advanced Features

(0] Surge Protection () swre Connect
e (O ¥to Dos Protection

2. Configure a responder policy. Navigate to AppExpert > Responder > Policies, and add a

policy.

cilrix. ADC VPX AZURE BYOL (8000)

Dashboard Configuration Reporting Documentation Downloads Fo3

< Create Responder Policy

Name

.. &=

In this example, the policy drops any request except for the ones from the specific IP
addresses - 10.0.11.25/10.0.0.7.

3. Bind policy to the virtual server. Navigate to Traffic Management > Load Balancing > Virtual
Servers. On the Load Balancing Virtual Servers page, select the virtual server to which you

want to bind the responder policy, and then click Open.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 65



Citrix Session Remote Start

Choose Type > Policy Binding > Responder Policies

Responder Policies @)

[ [oawe | [srowsmares| [rorcyvinager | [swmnes | [orome ]
Q Click here to search or you can enter Key :Value form:
@ Deny_IPs 'CLIENTIPSRC EQ(10.0.11 25) && 'CLIENTIP.SRC EQ(10.0.0.7)

Total 1

ACTION

DROP.

2

Per

LOG ACTION UNDEFINED-RESULT

Page

X
‘Show built-in Responder Policies

(6]

DROP.

v Page 1 ofl

StoreFront™ Configuration

Gateway Configuration

1. Add each Session Remote Start as a gateway following 'Add Session Remote Start as a

Gateway' section.

2. Apply each gateway to the Session Remote Start store following the '‘Configure Remote Access

Settings' section.

StoreFront Plugin Configuration

Add each Session Remote Start URL to 'srs_server_urls' following the '‘Configure Session Remote

Start plugin' section.
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Supplementary features

1. Telemetry

Telemetry is used to collect and analyze the usage of Session Remote Start. It tracks key
metrics, including detailed request logs, usage trends (such as request frequency), success
and failure counts and Session launch success rate. This data helps monitor performance,

identify issues, and optimize system efficiency.

How to use

Open https://<SessionRemoteStartFQDN>/SessionRemoteStart/telemetry/ inaweb

browser, and the overview page will be displayed.

Overview page

The Overview page displays data analysis based on seven key metrics: average session launch
time, average session connection time, pre-launched session count, reconnected session
count, session launch success rate, total saved time, and session utilization rate.
Additionally, the Telemetry Ul includes a time range picker and a delivery group filter,allowing

users to filter data by a selected time period or a selected delivery group.
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Usage Tracking Dashboard

ednery_group._Sher Time Period: | I 11172025 | - | B 1242025
The sversge duration it takes for SRS o launch @ session and iranskion & i @ dsconnected staie or the ime requined i resumes 2 suspendsd
98 i 6 o
]
verage Session Connection Tima
- The average ime it taioes for a dsconnescted session to reconnect when a user secesses & wa Ciira: Workspane App (CWA), ater SRS has pre
isunched the session
Pre- =gl i
Selected perod
5 2 6 s Mstarical tranch
The total pumber of pre-lBunched 58s5ions hat wers suceassAly reconnectsd by Usars aner SRS dsconnacied them
The parcertage of succeschul vs. failed session launches when inisted by SRS
gg 45 B Vemw tistorical trencts
-
Saved Tima (S
The total time saved due fo session pre-launching by SRS, which reduces the logon delay for users
42185.46
Session LUikzstion Rate in %
The perceniage of pre-isunched sessions ihat wene achually used by users, compared to the totsl number of sessions pre-launched by SRS
94 86 @ View historical rencts

Trends page

Click Trends in the left navigation panel to open the Trends page. This page tracks SRS usage
trends based on three key metrics: session launch success rate, pre-launched session count,
and session utilization rate. Users can also select different time periods or the delivery group to

analyze usage patterns.
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SRS Requests page:

Click SRS Requests in the left navigation panel to open the SRS Requests page. This page
displays all SRS operation requests, allowing users to search, filter by execution result and

request type, and select a time period for viewing requests. Additionally, users can export

operation requests based on the applied search and filters.

SRS Usage Tracking Dashboard

Time Period: [ & 21012025 & 021202025

Resource name Execution time (seconds} Execution result

Request type

11 SA1-1.GIETB46D-0001 2 O ticd

1e76460.0001 ° @ tiea

4600001 o © success

Conbotorv11 SAT-1.CIETEAE0 0001 o @ fsicd

ControBlerv11 SA1-1.CIETBASD.0001 ] @ success

Contober 1t SA1LGIETEAGD-0001 u © sucess
Contoser 1 $411.CE 8480 0001 o1 © sucess
25213 o513 0 - B © suxess

20757218, 2302 E 4 © succese

Configurations

Telemetry collects data through two primary methods:

» Retrieving data from the Citrix Monitor Service API to supplement relevant information.

» Actively gathering data while Session Remote Start processes requests and storing it in data

files.
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Local Data Collection and Storage

Telemetry server data collection is enabled if “TelemetryCredentialName” is configured. By default,

telemetry data is stored in  %AppData%\Citrix\SessionRemoteStart\TelemetryData .

Retrieving data from the Citrix Monitor Service API
Configure the Citrix Monitor Service APl URL and Credential.
1. Test Connectivity and configure the credential. For more information, see Configure the

Application Pool Identity for Session Remote Start and Configuration for Accessing Other API

Services.

2. Edit web.config toset TelemetryCredentialName to the credential created in step 1. For

more information, see Configuration file.

For security considerations, it is mandatory to enable TLS for Monitor OData API access. For

more information, see Securing On-Premises Monitor OData AP| Access.

Grant Permission to collect Performance Monitor Data

1. On the Session Remote Start server, open Computer Management, select System Tools >
Local Users and Groups > Groups. Right-click Performance Monitor Users on the right

panel, and select Add to Group....
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;&.' Computer Management

v & Local Users and Groups
] Users

enmormance

% Device Manager
v S Storage
{@ Windows Server Backug
= Disk Management
= Services and Applications

%;Cryptographic Operators
%;DEVICE Owners

&/ Distributed COM Users

ék; Event Log Readers

éE;Guests

%;Hyper-‘u' Administraters
&15_IUSRS

%;Network Configuration Operators
|Performance Log

erformance Monitor Users

Power Users

%;Print Operators

@RDS Endpoint Servers

%;RDS Management Servers

\EE; RDS Remote Access Servers

éEl‘ Rermote Desktop Users
@Remote Management Users
@Replicator

%;Storage Replica Administrators
%;System Managed Accounts Group

%ﬂ Users

Members are authorized to perfor...
Members of this group can chang..
Memnbers are allowed to launch, a...
Members of this group can read e...
Guests have the same access as m..,
Members of this group have coem...
Built-in group used by Internet Inf...
Members in this group can have s...
Members of this group may sche...

Add te Group...

Members of this gr-

Power Users are ing

Mernbers can admir All Tasks
Servers in this groug

Servers in this groug Pelete
Servers in this groug Rename
Members in this gro Properties
Members of this gre

Supports file replica Help

Members of this group have com...
Members of this group are mana...
Users are prevented from making ...

More Actions

- O X
File Action View Help
e 2@ XE = HE
;&- FDmputerManagement (Local | Name Description Actions
v i %st;ka:ilsd I | Access Control Assistance Operators Members of this group can remot... Groups -
ask Scheduler 1 L L
) Event Viewsr %{Admlmstrators Administrators have complete an... More Actions »
= Chared Fold %Backup Operators Backup Operators can override se...
are: olders .
= s Certificate Service DCOM Access Members of this group are allowe... Performance Monitor Users &

2. Click Add.. and then click Locations... and select your local computer. If a domain user is

specified as the application pool identity, select the domain instead. For more information, see

Configuration for Accessing Other API Services.
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Performance Monitor Users Properties

5 5 ? >
General
_'3-5 ect Users, Computers, Service Accounts, or Groups N >
Select this object type:
|U5E.-rs. Service Accounts, or Groups | Object Types...

From this location:

[#011Jocal || Locations... ‘

Locations X

Select the location you want to search.

Location:

il L. FMD-SERVER

El:j Entire Directary
-3 011 Jocal

Cancel

3. Input the Session Remote Start application pool identity. For more information, see
Configuration for Accessing Other API Services.

Select Users or Groups >

Select this object type:

|USETS. (Groups, or Builtin security principals | Object Types...

From this location:
| PMD-SERVER |

Locations...

Erter the object names to select (examples):
PMD-SERVER"srs|

Check Mames

Advanced... Cancel

4. Open PowerShell, and run the following commandlet:

iisreset
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2. Auto Logoff of Idle Sessions Launched by SRS

To conserve resources, Session Remote Start (SRS) can be configured for automatic logoff of pre-
launched sessions. If a session is not reconnected within the specified time, the logoff timer can be

adjusted to automatically terminate it.
This feature requires:

1. Configure the Application Pool Identity for Session Remote Start and REST API access.

2. Configure web.config to enable this feature, and customize the time period. For more

information, see Configuration file.

3. Session Remote Start plugins for StoreFront™

Overview

During the Session Remote Start pre-launch process, if an end-user attempts to launch the same
resource via Citrix Workspace™ App (CWA) or their normal login method, StoreFront may display

an error message, which can be unexpected or confusing.

To prevent this, a plugin should be applied to the store that users access via CWA (not the Session

Remote Start store). When applied, the plugin will:

1. Add a Preparing indicator to the resource name.

v23 - Preparing

2. Hold the launch request if the user clicks the resource and resumes it once pre-launch is

complete.
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L

v22 - Preparing

Additionally, the plugins support simultaneous execution with existing plugins without conflicts,
meaning that this plugin can work alongside other StoreFront plugins without causing issues or

interfering with their functionality.

Steps to add the StoreFront Plugins
Backup Existing Plugins
1. Navigate to the StoreFront Server: Go to the following directory: C:

\inetpub\wwwroot\Citrix\%StoreName%\bin\ . Ensure this is the store that users access

via CWA, not the Session Remote Start store.

2. Backup the existing plugin files: Copy the following files:

e StoreCustomization_Input.dll

e StoreCustomization_Enumeration.dll and paste them into a backup directory, for
example: C:\stf_original_plugin\ . This ensures that you have a backup of the

original plugins before making any modifications.

3. Copy and paste the following three DLLs provided by the Citrix team (StoreFrontPlugin folder):

e StoreCustomization_Input.dll
e StoreCustomization_Enumeration.dll

e SrsStoreFrontPluginCommon.dll
4. Set up system environment variables:

a. Open System Settings > open Control Panel > click System > Click Advanced system
settings > Click Environment Variables >Under the System Variables section, click

New...

b. In the New System Variable window, enter the required environment variables as shown

in the table below.

c. Click OK. Close all remaining windows by clicking OK.
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This ensures that the StoreFront plugin functions correctly with the Session Remote Start

integration.

VARIABLE NAME REQUIRED/ DESCRIPTION EXAMPLE
OPTIONAL
srs_server_urls Required Session Remote https://srs-
Start server URL server.domain.com
/
SessionRemoteStar
t
stf_original_plugins_ Optional Original plugins C:
path directory \stf_original_plu
gin
launching_suffix Optional Resource title suffix - Preparing

while preparing by
Session Remote
Start. If not
configured, -
Preparing by
default.

1. Grantaccessto stf_original plugins_path . Similar to Session Remote Start file

permission configuration, grant access to StoreFront application pool identity.

2. Restart IIS service -

iisreset .
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FAQ

Response 404 - UPNNotFound

It may not really be caused by UPNNotFound, but most caused by StoreFront™ authentication for

various reasons:
1. Communication error between Session Remote Start and StoreFront:;

a. Open Web.config , double confirm the StoreFrontServer option. Arecommended
practice is to set StoreFrontServer by copy from Receiver from Web Sites in StoreFront

Ul. Please note that the StoreFront store name is case-sensitive.

b. Try to open StoreFrontServer by browser, check if there is a connection or certificate error.

(Do not need to login, just check if the web page can be visited normally.)

c. Open CDF trace tool or enable Session Remote Start log file, check if there is any error

detail.

2. StoreFront issue: Open Event Viewer > Applications and Services Logs > Citrix Delivery

Services to check StoreFront log

3. FAS issue: For step 2, the error may be related to FAS, please refer to the FAS section of the

checklist above.

Request Timeout

» Session Remote Start has a RequestTimeoutSeconds option in Web.config . When request
duration reaches the timeout, Session Remote Start will respond with status code 408 and

body content.

e Session Remote Start will never terminate http connection without response. Please check if

there is any timeout related setting in the caller.

» For the LaunchResource API, there is an optional parameter WaitForLogonNotification
recognized as true Dby default. For the VDAS really take a long time for launching,
WaitForLogonNotification can be setto false. API will respond immediately and execute

the launching process in the backend.
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Remain in 'Connected’ State
If a session remains in the Connected state, there may be an authentication issue.

* Please review the FAS configuration and check the Session Remote Start logs.

* In the DaaS environment, please check if the Cloud Connector is working properly. Pay special
attention to whether the firewall is configured correctly and does not block traffic from

StoreFront.

Remain in 'Active' State

If a session remains in the Active state, the logon script configured in the Group Policy on AD may
have failed to trigger the disconnect operation. Verify the Group Policy configuration, especially

whether it has been successfully applied to the VDA.

Double Hop Sessions

SRS functions as expected in a double hop scenario without requiring any additional configuration.

However, if domain pass-through is enabled in the double hop setup, features like HTTP Basic

Authentication should be avoided on the second hop, as they can cause unexpected behavior.
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Known issues

1. SRS does not support Linux or MAC VDA.

2. The Launch All Desktops by Tags feature has a limitation when configured with any of the

following two settings:

a. When a tag is applied to a Static Delivery Group.

b. If the desktops within a delivery group are assigned to an Active Directory (AD) group

instead of individual users.

The feature will not be able to retrieve and launch those desktops.

3. If a session is resumed from a hibernated state by Session Remote Start (SRS), the auto logoff
feature cannot currently identify it as a pre-launched session. As a result, the session will not

be logged off automatically if configured to logoff.

4. SRS cannot log off resumed sessions if they are not reconnected, regardless of how they were

resumed.

5. If the SRS app uses the default application pool SrsAppPool, the configuration of this pool will

be reset.

6. When load balancing StoreFront with NetScaler ADC, the persistence type only supports
SOURCEIP. COOKIEINSERT is not supported.

7. Due to a limitation in StoreFront versions prior to 2507 (i.e., 2503 and earlier), in a hybrid
scenario, if StoreFront has Site Aggregation enabled, when launching a session, the SRS
would incorrectly trigger an unnecessary launch operation because it fails to query/find the

already-launched session when checking for its existence.

8. When upgrading StoreFront, if the SRS plugin has been previously applied, it is required to

first restore the plugin, complete the StoreFront upgrade, and subsequently re-apply the plugin.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 78



Citrix Session Remote Start

Upgrade Instructions

When updating SRS to the latest version, follow these instructions on both the SRS and StoreFront

Servers.

SRS server

1. Backup web.config .
2. Backup Application Pool.

3. Execute %windir%\system32\inetsrv\appcmd list apppool /config /xml >

AppPoolsBackup.xml or other commands that can record the app pool configuration.
4. Run SessionRemoteStartSetup.exe to perform an in-place upgrade.
5. Recover Application Pool.

6. Double-check the Web.config file to ensure the configuration is properly merged.

StoreFront

1. Replace the StoreFront Plugin: StoreCustomization_Enumeration.dll .

1.0.7 to 1.0.8

SRS Server
1. Backup Web.config .

2. Backup Application Pool. Execute %windir%\system32\inetsrv\appcmd list apppool /
config /xml > AppPoolsBackup.xml or other commands that can record the app pool

configuration.
3. Run SessionRemoteStartSetup.exe to perform an in-place upgrade.
4. Double-check the web.config file to ensure the configuration is properly merged.

5. Double-check the Application Pool to ensure the configuration is not changed.
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1.0.8 to 1.0.9

SRS Server
1. Backup web.config .

2. Backup Application Pool. Execute %windir%\system32\inetsrv\appcmd list apppool /
config /xml > AppPoolsBackup.xml or other commands that can record the app pool

configuration.
3. Run SessionRemoteStartSetup.exe to perform an in-place upgrade.
4. Double-check the web.config file to ensure the configuration is properly merged.

5. Double-check the Application Pool to ensure the configuration is not changed.

1.0.9 to 1.0.10

SRS Server

1. Backup Web.config .

2. Backup Application Pool. Execute %windir%\system32\inetsrv\appcmd list apppool /
config /xml > AppPoolsBackup.xml or other commands that can record the app pool

configuration.
3. Run SessionRemoteStartSetup.exe to perform an in-place upgrade.
4. Double-check the web.config file to ensure the configuration is properly merged.
5. Double-check the Application Pool to ensure the configuration is not changed.

6. Disable HTTP/2. Open PowerShell as administrator, execute:

reg add "HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters" /v
EnableHttp2Tls /t REG_DWORD /d 0 /f

reg add "HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters" /v
EnableHttp2Cleartext /t REG_DWORD /d 0 /f

7. Restart Machine.
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Optional Configurations

1. Configure the Application Pool Identity for SRS

Overview

By default, Session Remote Start (SRS) runs under the SrsAppPool application pool, with its
identity setto ApplicationPoolIdentity . However, if specific features require elevated
permissions, the identity must be configured as a domain user or local user to ensure proper

functionality.

Prepare the Identity

Domain User:

A domain user is required for the Launch All Desktops by AD Group feature. For security

purposes, it is recommended to create a dedicated domain user with minimal access rights.
On the Domain Controller, create a user or use an existing Domain Service Account.

Open the Active Directory Users and Computer.

1. In the left pane, right-click your domain and select Delegate Control from the context menu to

open the Delegation of Control Wizard.

2. Add/Select the domain user created above and grant the Read all user information

permission.
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File Action View Help

. Active Directory Users and Cf
s ) Saved Queries
w 23 bvtlocal
3 | Builtin
© Computers
s &) Domain Controllers
» [ ForeignSecurityPrinci
» [ Managed Service Acc
O Users

o M IS0 XD HmM TRTTER
D:ltghtian of Control Wizard

Tasks to Delegate

You can sslect common Lasks o customize your own.

(®) Delagate the following commn tasks:
[=] Read all userinformation

[] Jain & computer to the domain
[ Manage Group Pobey lirks

€

[ Modfy the membership of a group

[[] Generate Resutant Set of Policy (Flanning)
[ Generate Resultant Sed of Policy (Logging)

[ Reset user passwords and force password change & next lagon

() Create a custom task to delegate

ot [T ]

Cancel

™

Il.:ll' '\JFHI.I'Pu.u
< > || B aroup? Security Group...

Local user:

Alocal user account on SRS server is required for the following features to work.

5.

To enable the above features, a local user must be created on SRS server and configured with the

Launch All Desktops by Tags

Log off VDASs by a specified UPN (if they were pre-launched by SRS and not reconnected).

Support pre-launch from a hibernated VM.

Automatically log off VDAs pre-launched by SRS if they remain unconnected within the

specified time.

Telemetry data collection and analysis.

necessary permissions.

Two options are available to create the local user:

e Reuse an existing standard local user.

e Create a new one by running create-local-user.pslon the SRS server from the

The script will create a standard local user with general access.

installation package downloaded from Citrix Downloads, as an administrator.
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E¥ Administrator: Windows PowerShell

PS C:\test> .\create-local-user

sting Session Remote Start (default:
er srs: % & & & 3% & & & & & & &

Enter username for ho

Enter password for u

User srs has been created
Name Enabled Description

If none of the features listed above are required, you can skip the following steps in this section.

Configure Application Pool Identity

1. On the SRS server, open lIS Manager, from the Application Pools, highlight SrsAppPool
and on the right side, select Advanced Settings under the Edit Application Pool. Scroll down

to Process Model > Identity click on the three dots.

This page lets you view and manage the list of application pools on the sen

lications, and provide isolation ameng different applications.

v ~demo (jaclw-day
plication PonU\S 1| e G * ‘ Application Pool Tasks
ste Neme Ststus  NETCLRV.. Managed Pipel.. Ident ~ ®
2 NETV20 Sterted  v2.0 3 fersion vao 2 Re
D NETv2.0 Classic  Started  v20 False
) Stated 440 Integrated Fdit Application Pool
Stated  va.0 SisAppP [ER:
p. Started v2.0 1000
Started  v40 GnDemand A
ultAppPool  Started va.0 € R
Started w40 e 0 X ke
NoAct
5 View
False @ Heo
4294967295

<k (64-bit ¢ 4204067205

s Model Event L

ApplicationPoolldentity E
es) 2

oK. Cancel

2. Select Custom account, click Set, and input the username and password of the user created

above (domain or local user) to host Session Remote Start.
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() Built-in account:

(@) Custom account:

srs Set...
Set Credentials ? x
*:ancel

User name:
- I ‘
Iy

Password:
| .| poelto run
2 ), Network
S I

Confirm password:

Cancel

Cancel

3. Ensure the Application Pool's setProfileEnvironment attribute is enabled.

a. Navigate to the %windir%/system32/inetsrv/config folder.
b. Openthe applicationHost.config file.

c. Locate the

<system.applicationHost><applicationPools><SrsAppPool><processModel>
element.

d. Confirm that the setProfileEnvironment attribute is not present, which defaults the

value to true, or explicitly set the attribute's value to true.

2. Configuration for Accessing Other API Services

Overview
The following Session Remote Start (SRS) features require CVAD 2308 or later and Citrix DaaS™
REST APIs to be enabled and supported:

e Launch All Desktops by Tags.

 Log off VDAs by a specified UPN (if pre-launched by SRS and not reconnected).

© 1997-2026 Citrix Systems, Inc. All rights reserved. 84



Citrix Session Remote Start

e Support pre-launch from a hibernated VM.

» Automatically log off VDAs pre-launched by SRS if they remain unconnected within the

specified time.
Additionally, Citrix Monitor Service API requires CVAD 2305 or later for the following feature:
o Telemetry

If none of the features listed above are required, you can skip the following steps in this section.

Connectivity test

Firstly, verify whether Session Remote Start (SRS) can communicate with the API services. These

services are typically hosted on the Delivery Controller™ (DDC).

Execute the below test scripts in the installation package:

For CVAD REST APIs (On-Prem), execute the CvadApiConnectivityCheck-OnPrem.ps1 .

For Citrix DaaS REST APIs, execute the CvadApiConnectivityCheck-Cloud.ps1 .

For Citrix Monitor Service APl (On-Prem), execute the
MonitorServiceApiConnectivityCheck-0OnPrem.ps1 . TLS for Monitor OData APl access

should be enabled. See Securing On-Premises Monitor OData API Access.

For Citrix Monitor Service API (DaaS), execute the MonitorServiceApiConnectivityCheck-

Cloud.ps1 .

Configure the credentials

Session Remote Start (SRS) requires credentials to authenticate and issue API requests to
external API services. These credentials are securely stored under a user account in the Windows

Credential Manager to ensure secure access and authorization.

In the installation package, navigate to the SessionRemoteStart folder. Locate the PowerShell
script store-cred.psl and execute it as an administrator to configure the required credentials
for Session Remote Start (SRS). This will securely store the credentials in Windows Credential

Manager for API authentication.
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\fser name: £ sinow'cbasdmin

Pasmword: sesssnsnsnns

An admin account in Session

Remote Start m —

For On-Prem environment, provide the admin credential. For more information, see here. For the

DaaS environment, provide the client identity. For more information, see here.

NOTE:

Different credential configurations can share the same actual credential. If multiple

configurations refer to the same credential, only one entry needs to be created in Windows
Credential Manager, and all configurations can reference it. This eliminates the need for

duplicate credential entries.

A success message will be displayed after creation is complete.

EX Administrator: Windows PowerShell

3. Log configuration

Log Level Configuration

Currently, Session Remote Start logging supports CDF and File tracing. CDF logging is always

enabled by default. File tracing availability depends on the configuration file settings.
Trace severity level

e O - Critical

e 1-Urgent
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* 2 - Significant

* 3 - Important

* 4 - ImportantDetailed
* 5 - Informational

* 6 - InformationalDetailed

7 - Notable

8 - NotableDetailed

* 9 - Insignificant

Log to File

Logging to file is enabled by default. To disable, set LogFileName in Web.config to empty.

The default log path is shown below, where {Session Remote Start user} should be replaced with
the user hosting the SRS service. If the identity has been changed to another identity, replace

Session Remote Start user with the corresponding user directory.

"C:\Users\{Session Remote Start user}

\AppData\Roaming\Citrix\SessionRemoteStart\Logs\SessionRemoteStart.log".

Customers can change the log file location and permissions as per their requirements, please see

the steps required to change the Log file location and permissions.

4. Log Rotation Configuration

New Log Rotation Settings in web.config

Two new configuration parameters have been added to the web.config file to support log rotation:

MaxLogFileSizeMB and MaxBackupLogFiles.

* MaxLogFileSizeMB: Sets the maximum size (in megabytes) for a log file. When this limit is
reached (default: 100 MB), the application automatically compresses and moves the log file to
the Archive subfolder within the log directory. A new, empty log file is then created to

continue logging.

» MaxBackupLogFiles: Specifies the maximum number of archived log files to retain. When the
number of backups exceeds this limit (default: 10), the oldest archived files are automatically

deleted to make space for new ones.
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5. Log to Event Viewer
Session Remote Start supports logging key operations to the Windows Event Log.
e Log Path: windows Logs > Application (File location: %SystemRoot%
\System32\Winevt\Logs\Application.evtx )

e Event Source Name: "SessionRemoteStart"

This allows administrators to monitor and troubleshoot Session Remote Start events through the

Windows Event Viewer.

To enable this feature, set LogToEventViewer to true in web.config . (See Configuration
file).

Event types:
EVENT ID DESCRIPTION

1 Requests for enum, launch, and logoff
operations.

2 Responses to enum, launch, and logoff
requests.

3 Authentication requests from StoreFront™ to
SRS.

4 Session launches via ICA® file.

5 Requests sent to StoreFront.

6 Requests sent to REST API.

7 Changes to Web.config.

8 Queries for groups/users under an AD group.

9 Reads from Windows Credential Manager.

6. Change Log File/Telemetry File Location

If the Log File location is changed, make sure that the Session Remote Start service has the

necessary permissions to modify the log file.
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Log file permissions

1. Set an anonymous user identity to Application Pool Identity.

a. Open IIS Manager > Sites > Default Web Site > SessionRemoteStart and then open
Authentication under SessionRemoteStart Home page.
Connections .
e -id2 I8 ‘:' fsessionRemoteStart Home
Start Page . WGo =Gk . B2
BMD-SERVER (40111 B~ Filter: o = b Show 8l | Group by Area BB
L} application Pools ASPHET
&l Sies =0 rN 2 o (3
» @) Default Web Sate » N 2 ¢ : LS ‘;J '!J :
. W pmi JHET MET MET Error JNET JNET Profile  .MET Foles  MET Trust  NET Users  Apphi
[ 7 Semonn Start | Authenzat... Compilation Pages  Globalization Levels Seti
g Bl
Session Sate SMTP E':ﬁl“
s
i | e KR, =
ol I3 : .
\ti o e & = { " LJ j
Authenticati | Compression  Default Directory  EmorPages  Mandler HTTR Logging  MIME
an Document  Browsang Mappings Respan...
h'lanﬂg:m:nt
Cun!lgurn...
Editor
b. Right-click Anonymous Authentication and click Enable.
c. Again, right click on select Anonymous Authentication > choose Edit > select the identity

consistent with Configuration for Accessing Other API Services.

Connections

e-H &8

------ qﬂ Start Page

9 Authentication

=l

Group by: Mo Grouping >/

v &5 PMD-SERVER (101 T\soaktest-us011)

> -/ SessionRemoteStart

_;} Application Pools MName Status Response Type
v [&] Sites I Anonymous Authentication Enabled I
v @ Default Web Site ASP.NET Impersenation Disabled
> .3‘ pm3 Forms Authentication Disabled HTTP 302 Login/Redirect

Edit Anonymous Authentication Credentials

Anonymous user identity:

() Specific user:
IUSR.

(®) Application pool identity I

Set...

Cancel
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2. Now you can create a folder at your preferred location, and grant permissions to log to the new

folder.

a. For example, after the folder creation under C:\SessionRemoteStartLog , right-click the

folder and select Properties. In the Security tab, click Edit under Group or user names

and then select Add to change the location to a local computer.

FEILUYS File Toiaer

Program Files
Program Files (x86)

ProgramData

General  Sharng Securty  Previous Versions  Customize

click Advanced

Security
SessionRemoteStartlog | Object name:  C\SessionRemoteStartLog
b Object name:  C:\SessionRemoteStartLog
€mp GFUUF! or user names G
Users B8 Adtherticated Users roup O USEr Names:
Windows SR SYSTEM B8 muthenticated Users
WindowsAzure EB Administrators (pmd-server\Administrators) ='“" SYS_T_EM .
e daps_monitor htm 42 Users (pmd-server\Users) ,?lAdmml.stramrs {pmd-server\Administrators)
- ' B2 Users (pmd-server'\Users)
g . .
Web.config To change pemissions, click Edit
Permissions for Authenticated
Users Alow Deny Remove
Ful control ~ Pemissions for Authenticated
Modify Users Allow Deny
Read & execute
List folder contents
Read Select this object type:
W
Wite hd |Users‘ Groups, or Builtin security principals
For special pemmissions or advanced settings, e

| Object Types...

From this location

|r|ﬂ1 1local

Enterthe object names to select (examples).

Locations

Select the location you want to search.

Location:

m PMD-SERVER I

=] Erfire Drectory
(-3 d01 Jocal

Cancel

b. Input the Session Remote Start user created in the previous section. (If the default identity
is used, input IIS AppPool\SrsAppPool instead).

Select Users or Groups

Select this object type:

|Llsers, Groups, or Builtin security principals

| Object Types...

From this location:

| PMD-SERVER

| Locations...

Enterthe object names to select (2xamples):

PMD-SERVER"srs|

Advanced...

Check Mames

Cancel
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c. Grant Modify and Write permissions. (If the default identity is used, grant access to

SrsAppPool)

Permissions for SessionRemoteStartlog >

Security
Object name:  C:\SessionRemoteStartLog

(Group or user names:

82 4 thenticated Users
S2 SYSTEM
ars Lser (FMD-SERVER"ars)
% Users [pmd-server'\Users)

Add... Remove
Pemissions for srs Liser Allow Deny
| Modify =zl | o~
Read & execute ]
List folder cortents ]
Read ]
[ Wi O .

Concal | | roply

7. Configure Inbound Firewall Rules

Specifying IP addresses and host names of the trusted services and StoreFront ensures that only
these sources can communicate with Session Remote Start and helps to prevent DoS or other

opportunistic attacks against the Session Remote Start server.

After creating the https binding on port 443, customers can configure inbound firewall rules by

Windows Defender Firewall with Advanced Security Ul to allow inbound TCP traffic.

1. Disable all 443 inbound rules except World Wide Web Service (HTTPS Traffic-In).

© 1997-2026 Citrix Systems, Inc. All rights reserved. 91



Citrix Session Remote Start

‘Windows Defender Firewall with Advanced Security

T Teton Wiew TP
eas|nFE = H
" Windows Defender Firewall wit| I PEE T Y
Name Group Profile  Enabled  Action  Ovemide  Program  Locel Address  Remote Address  Protocol  Local Pc
Duthound Rules
B4 Connection Security Rules || 9 Remote Desktop - User Mode (TCP-In)  Remate Desktop Al Yes Allew  Ne %System... Any Any P 3380
+ %, Monitoring Remote Desktop - User Mode (UDP-In}  Remote Desktop Al Yes Allew  Ne %System... Any Any uop 3380
Remte Desktop - (TCP-WS5-In) Remote Desktop (WebSocket) Al No Alow  Ne System  Any Any TP 3392
BranchCache Peer Discovery (WSD-Inj  BranchCache - Peer Discove.. Al No Alow  Na Shsystern.. Any Local subnet upe 302
Network Discovery (Pub-WSD-In) Netwark Discovery Domai.. Ne Allew  Ne %System... Any Local subnet uop 3702
Netwark Discovery (Pub-WSD-In) Network Discovery Private  Yes Alow  Ne %Systemn...  Any Local subnet uoe 702
Netwark Discovery (WSD-In) Netwark Discovery Domsi.. No Alow  Ne %Systemn...  Any Local subnet uoe 702
Network Discovery (WSD-In) Netwark Discovery Private  Yes Allew  Ne %System... Any Local subnet uop
File and Printer Sharing (SMB-QUIC-In}  File and Printer Sharing over... Al No Alow  Ne System  Any Any uoe 3
Secure Socket Tunneling Protacol (SSTP-I... Secure Socket Tunneling Pr.. Al No Alow  Ne System  Any Any TP a3
World Wide Web Services (HTTPS Traffic-... Secure World Wide Web Ser...  All Yes Allew  Ne System  Any Any P 443
[T world Wide Web Services (QUIC Traffic-In) Securs World Wide Web Ser... 3 System M3
File and Printer Sharing (SMB-In) File and Printer Sharing T System  Any Any Tcp e
Netlogen Service (NP-In) Netlogen Service H—— © Ne System  Any Any P 45
Remote Event Log Management (NP-Inj  Remote Event Log Manage... Copy Ne System  Any Any TP 45
Remate Service Management (NP-In] Remote Service Management Pl © o Ne System  Any Any TP M5
Microsoft Media Foundation Network Se... Microsoft Media Foundatio.. . © Ne %System... Any Local subnet uop 5000-50.
mDNS (UDP-In) mDNS Properties © Mo %System... Any Any upp 5353
DN (UDP-In) mDNS © o Ne %Systemn...  Any Local subnet uoe 5353
mDNS (UDP-In) mDNS = ¢ Ne %System... Any Local subnet upp 5353
Microsoft Edge (mDNS-In) Microsoft Edge Al Yes Allew  Ne Ci\Progr..  Any Any uop 5353

Remember to check if there are any enabled rules allowing all (all the limitations set to

any) inbound traffic.

2. Double-click World Wide Web Service (HTTPS Traffic-In), and open the Properties

configuration. Switch to the Scope tab.

3. Add local IP address limitation. This is the local endpoint(s) (Network Interface) for 3rd-party

Auth Service and StoreFront.
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0
m
m
k)
]
m
m
I
{
{
=]
{
L
1
-]
=]
[=]
]
m
1
m
i

General Programs and Services Remote Computers

Protocols and Ports Advanced  Local Principals ~ Remote Users

Local IP address

'-._:: () Any P address

- I@ These IP addresses:l

IP Address >

Specify the |P addresses to match:

(®) This |P address or subnet:

[10.0.0.7

Examples. 192.160.0.12
192.168.1.0/24
2002:9d3b:1a31:4:208: 74ff fe 39:6c43
2002:9d3b:1a31:4:208: 74f fe 39:0/112

() This IP address range:

From:

Ta:

] Cancel
| oK | Aoply

4. Add remote IP address limitation. Add IP addresses of 3rd-party Auth Service and StoreFront.
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General Programs and Services Remote Computers
Protocols and Ports Scope Advanced  Local Principals Remote Users

Local IP address
L ) Any IP address
L
(®) These IP addresses:
10.0.0.7 Add.

IP Address =

Specify the IP addresses to match:

(®) This IP address or subnet:

Remote |P address

B () Any IP address |1D'E"E"5|
bl 4 Examples: 192.168.0.12
|® These IP addresses: | 192.168.1.0/24
2002:9d3b:1331:4:208: 74 fe39:6c43
| Add... | 2002:9d3b:1a31:4:208: 74 fe39:0/112
() This IP address range:
Fram:
Ta:

() Predefined set of computers:

Default gateway

Cancel

QK Cancel Apply

5. Switch to the Advanced tab and apply to related profile(s).
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World Wide Web Services (HTTPS Traffic-In) Properties
Remote Computers
Remote Users

Programs and Services
Local Principals

Advanced

General
Scope

Protocols and Ports
Specify profiles to which this rule applies.

Profiles
Bl Domain
[ ] Private
[] Public
Customize...

Interface types
Specify the interface types to which this

rule applies.

Edge traversal

= Edgetraversal allows the computer to accept unsolicted
such as a Metwork Address Translation (MAT) router or
St

inbound packets that have passed through an edge device

firewall.
Block edge traversal
Prevent applications from receiving unsolicited traffic from
the Intemet through a MAT edge device.

Cancel Apply

Third party firewall products will require configuring separately.

8. App Protection

If App Protection is enabled for a delivery group, the customization described in this Citrix
documentation must be applied to the Session Remote Start store:

9. HTTP Proxy Configuration

Session Remote Start supports only unauthenticated HTTP proxies.

1. Configure the WinINet HTTP proxy. e.qg.
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Settings
) Home Proxy
Find a setting L Automatic proxy setup

Metwork & Internet Use a proxy server for Ethernet or Wi-Fi connections. These settings
don’t apply to VPN connections.

@ Status Automatically detect settings
@ on

@ Wi-Fi

Use setup script

1 Ethernet @ Off

Script address
Dial-up

% VPN
Save

g Airplane mode

@ Mobile hotspot Manual proxy SEtup

Use a proxy server for Ethernet or Wi-Fi connections. These settings
@ Proxy don't apply to VPN connections.

Use a proxy server
@ on

Address Port

jackw-ad.xiaow.local 80

Use the proxy server except for addresses that start with the following
entries. Use semicolons () to separate entries.

* xiaow.local

Don't use the proxy server for local (intranet) addresses

Save

2. Append the following code to web.config .

<system.net>

<defaultProxy useDefaultCredentials="true">

<proxy usesystemdefault="true" />

</defaultProxy>
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</system.net>

Web.config X

1 debug="true" targetFramework="4.7.2
ime targetFramework="4.7.2"

name=
requireh

name="Request ' olMiddleware” type="Citrix.Daps.Api.Middlew:

useDefaultCredentials="trus"
usesystemdefault="true"

10. mTLS configuration

Session Remote Start API does not require end-user authentication, unlike StoreFront. Therefore,

it is essential to restrict access to trusted services only.

Enforcing Security with Mutual TLS (mTLS)

One way to ensure secure communication is by enforcing mutual TLS (mTLS) authentication

between Session Remote Start and other trusted services.

Steps to Enable mTLS

1. In IS Manager, select the Session Remote Start Site, and double click on SSL Settings
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Connections .
- 0 Daps Home

w M1 NEGLLONGTWOS (CITRITE ey

L} Apphcation Pools Fer N o sty S A8, | Smap b, Ares T osT
w oW Sites ASPNET
~ G Dap: i%n 4 ryl ] { i =) ) ﬁ = E &l
! ! 3 y
bin » - - " ‘!,a gj E abi ’ " 'ﬁal . ]
NET MNET NET Emor NET NETProfile  NET Roles MET Trust METUsers  Applcation Connection Machine Key Pagesand  Providers  Session State SMTP E-mail
suthorzat. Compiat Pages lobal Levels Sestingy Stngs Controk
5
[s - ~ . 2 A £ : y
R 1 =i I =] 4= = - - %
o £ o b & - @ il - I s i
Authentic.., Comnpression  Default Dicectory  ErrorPages  Handler HTP SAP Flters  Loggmg  MIME Types  Modubes Output Request | S50 Settings
Document  Brewsing Mappings  Respon.. Caching Filtering
Management ﬁ
Configurat... step1: click above

Editor

2. On the SSL Settings page, Check Require SSL and under Client Certificates, select
Accept and click Apply.

0 SSL Settings

This page lets you modify the 551 settings for the content of a website or application
B Require S5L

ain

Chent certificates:
O Igrecre
(® Accept
D) Require

3. Run this in Command Prompt (not PowerShell)

netsh http show sslcert

netsh http delete sslcert ipport=0.0.0.0:443

netsh http add sslcert ipport=0.0.0.0:443 certhash=YOUR_HASH
appid={YOUR_APP_ID} certstorename=My clientcertnegotiation=enable

4. Editthe web.config file.
5. Locate the mTLSEnabled setting and setitto true .

6. Specify the certificate thumbprint to authenticate trusted services.

Vo LUK

mTLSEnabled” value="false

mTLSClientCertificateThumbprints” value="A1B2C3DUESF67890123456789ABCDEFO12345678

This configuration ensures that only authorized services with a valid certificate can access Session

Remote Start, enhancing security.
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11. Filtering Enumerated Resource Results Using Smart Access

We support Access Gateway broker access rules to filter enumerated resources based on Smart

Access policies.

For example, consider the below existing access policy.

Edit Policy

MetScaler-zonel

Add inclusion and exclusion criteria to filter user connections based on the Smart Access filter and value.

Policy name: Policy state:

@

MetScaler-zonel

Specify the behawior of the include filter:
Filtered [default)
@) Via Access Gateway

Mot Via Access Gateway

B Include connections that mest the critaria

Match all (@ Match any
Filter: Value:
_XD_192168,1.10_443 PL_WB_10107197.243 w
Filter: Value:
_XD_192168.1.19_443 PL_WE_10.107197 244 0]
=+ Add criteria

Exclude connections that don't mest the critena

No enteria added

Edit web.config for Smart Access Filtering To enable Smart Access filtering for enumerated

resource results, modify the Web.config file by adding or updating the following settings:

SmartAccessFarmName - Specifies the Smart Access farm name (example:

_XD_192.168.1.19_443 ). SmartAccessConditions - Defines the conditions for filtering

enumerated resources based on Smart Access rules.
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12. Multi-Monitor Resolution Management

When customers use multiple monitors with different resolutions or scaling settings, they may
experience display inconsistencies. The Launch User Resource API allows them to configure

screen resolution settings for a seamless experience.

During session preparation, SRS simulates the user’s screen layout based on the provided

resolution settings, ensuring consistency across all monitors.

To ensure accurate simulation, customers must manually collect monitor layout and resolution
details. Citrix provides the collect_screen_resolution_example.psl scriptto simplify this

process.

Step 1: Collect Screen Layout

Run the following command on the Virtual Desktop Agent (VDA) to retrieve the screen layout:
.\collect_screen_resolution_example.psl -type ScreenLayout

This will output the current screen layout configuration.

Scollect_screen_resolution_example.psl -type ScreenlLayout

LeftPosition="0" TopPosition="0" Width="960" Height="1080"

<SCreen
LeftPosition="960" TopPosition="0" Width="960" Height="1080"

</ SCreenss>

Step 2: Collect Monitor Resolution and Scaling Information

If the client devices have different screen resolutions, run the script on the Citrix Workspace™ App
(CWA) endpoint instead:

.\collect_screen_resolution_example.psl -type MonitorInfo

This will collect the details such as Device PPI and Scale Factor for the client device.

‘\Documentsr . \coll

00000

Then format this to former Screen XML attribute as:
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<Screens>

<Screen

LeftPosition="0" TopPosition="0" Width="960" Height="1080"
ScaleFactor="100" DevicePpi="166"

/>

<Screen

LeftPosition="960" TopPosition="0" Width="960" Height="1080"
ScaleFactor="100" DevicePpi="166"

/>

</Screens>

And make this as the parameter for the Launch User Resource API.

13. Secure HDX Support

SRS supports secure HDX support without requiring additional configuration. This feature requires
VDA version 2507 or higher.
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Citrix Session remote start document history

The following table describes important changes to Session Remote Start product documentation.

To receive notifications about these updates, subscribe to the RSS feed.

DATE CHANGE DESCRIPTION
13 Mar 2025 Session remote start Session remote start
Released documentation is generally

available. For more
information see Citrix Session
remote start.

13 Dec 2024 Session remote start Session remote start
Released documentation released. For
more information see Citrix
Session remote start.
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